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O HANPABJIEHUM UHOOPMALIUU

HdenapTtamMeHT rocygapCTBEHHOW nonuTMKM B cdpepe obwero obpasoBaHus MwuHoOpHaykm Poccum
HanpaensieT AN cBefeHust paspaboTaHHble BpemeHHol komuccuen CoBeta Pepgepauum N0  pasBUTUIO
MH(OPMALIMOHHOIO obLecTBa MeToAMYecKkMe peKkoMeHZauuy O pasMeLleHMU Ha WHMOPMAaUMOHHBIX CTeHaax,
odmumManbHbIX MHTEPHET-caiTax U OpYrmx MHOpMaLMOHHbIX pecypcax obuieobpasoBaTefbHbIX OpraHM3auui u
OpraHoB, OCYLLECTBNALWMX ynpasneHne B cdepe obpasoBaHus, MHpopmauun o 6e3onacHOM MOBEAEHUN W
ncnonb3oBaHun cetn "IHTepHeT".
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MpunoxeHue

METOAWYECKME PEKOMEHOALIUU
O PASMELLEHUUA HA UHO®OPMALIUOHHbBLIX CTEHOAX, O®PULINATIBHbBIX
WHTEPHET-CAUTAX U APYIUX UH®OPMALIMOHHbLIX PECYPCAX
OBLUEOBPA30BATEJIbHbIX OPFAHU3ALIMA U OPFAHOB, OCYLLECTBNAIOLWMX
YNPABJNEHUE B C®EPE OEPA30BAHUA, UH®OPMALIMK O BE3OMNACHOM
NOBEAEHUU N UCNOJNIb3OBAHUU CETU "MHTEPHET"

Okcneptamm u uneHamun BpemenHon komuccum CoBeta ®Pegepauum no pasBuTUIO MHAPOPMAaLMOHHOMO
obLlecTBa B paMKax BbINOMHEHUS peKoMeHOauui napnameHTckux crnywaHmn "AkTyanbHble BONpockl obecneyeHmns
6e3onacHoOCTV 1 pa3BUTUS geTen B MHAOPMaLMOHHOM npocTpaHcTee", koTopble npownu B Cosete ®egepauun 17
anpena 2017 r., 6binn paspaboTaHbl MeTOAMYECKME peKoMeHAauMu O pasMeLlleHMM Ha WHOOPMAaLMOHHbIX
CTeHAax, oMuuUanbHbIX WHTEPHeT-calTax W APYrnx WHMOPMAaLMOHHBLIX pecypcax oblieobpasoBaTenbHbIX
OopraHuM3auvMin 1M OpraHoB, OCYLLECTBMSIOWMX ynpaBneHne B cdepe obpasoBaHusi, uHdopMaumm o 6esonacHoM
noBefeHUn 1 ncnonb3oBaHun cetn "MIHTepHeT" (Danee - MeToanyeckue pekoMeHaaumm).

MeToanuyeckne pekoMeHgauun HarnpasfeHbl Ha KayeCTBEHHOE MOBbILEHNE YPOBHS WMHAOPMAaLMOHHON
aearenbHoCcTU 0Oweobpa3oBaTenbHbIX OpraHvM3auui M OpraHoB, OCYLLECTBASKOLWMX yrpaBrneHne B cdepe
obpas3oBaHMsi, B YacTu MHPOPMUPOBAHMS YyyalUMXCs, WX poauTenen (3akoHHbIX npeacTaBuUTEnen) u
negarornyecknx paboTHMKOB 06 OCHOBHbIX acnektax MHdopmMaLMoHHON 6e30MacHOCTH.

MeToanyeckne pekoMeHZaumm No3BonAT  obuwieobpasoBaTernbHbIM  OpraHusaumMsiM U opraHam,
OCYLLECTBMAIOWMM ynpaBrieHne B cdepe oOpas3oBaHus, akTyanuampoBaTb yXKe UCNoNb3yemble U pa3MeLLeHHble
MH(OPMAaLMOHHbIE MaTepuarbl, Tak U NOArOTOBUTb WX B Crlyd4ae UX OTCYTCTBUS C YYETOM Jy4LIMX MPaKTUK U
pekomeHaaunin.

B pamkax MeTogu4eckmx pekoMeHaaLmin paccmMaTpmBatoTCa Creayowme NHCTPYMEHTDI:

1. NHpOPMALMOHHBbIE CTEHAbI;

2. ohmumanbHble MHTEPHET-PEeCcypChl;

3. cpeacTBa MaccoBOW MHGPOPMALUK (LLKOSIbHbIE Fa3eThbl, MeJarornyeckme n3gaHus n gpyrue).
MHdopmaumnoHHbIe CTeHAbI

Ha wuHdopmauuoHHbIX cTeHgax B 00uleobpasoBaTenbHbIX OpraHuM3auusix, pacrnonioXeHHbiXx B dolie
yypexaeHun u B kabuHeTax, OCHaLLEeHHbIX MepPCOoHanbHbIMW YCTPOMCTBaAMU ANS Bbixoda B ceTb "VIHTepHeT",
pekoMeHayeTCa pasMecTuTb WH(OPMaLMOHHbIE MNaMATKW, COAepXXallume OCHOBHble COBETbl MO obecneyeHuto
NMHpOpMaLMOHHON 6e30MacHOCTN y4aLLUXCS.

B npunoxeHun N 1 K METOONYECKUM peKkoMeHaaLmMsaM npeacTasneH obpasel, namMaTky Ana pasMeLleHns Ha
MHOPMALIMOHHBIX CTEHaaX.



CpepncTtBa MmaccoBou uHdopmaLmm

B cpeactBax maccoBon MHGOPMAaLUMK, OPUEHTUPOBAHHBLIX Ha OOYy4aloLUMXCS, PEKOMEHOYETCA B TeyeHue
y4yebHOro roga perynspHo nybnvkoBaTb MHMOPMAaLMOHHbIE MaTepuarnbl, NOCBSLEHHbIe OTAerbHbIM acrnekTam
MHOPMaLMOHHON 6e30NacHOCTU, a TakKe pasnnyHblie NaMaTky obLLEero xapakTepa.

B cpegctBax MaccoBow MHOpPMauMKW, OpPUEHTUPOBaHHbIX Ha MNeJarormvyeckyld  obLLeCTBEHHOCTb,
peKkoMeHayeTCss B TeYeHue KaneHdapHoro roga peryngpHo nybnvkoBaTe WHGOPMAUMOHHBIE MaTepuansl,
MOCBSILLEHHbIE OTAENbHbIM acrnektam MHAOPMaLUNOHHOM 6e30NacHOCTU Kak HEeCOBEPLUEHHONETHUX, Tak U
obuieobpasoBaTenbHbiX OpraHM3auuii, a Takke pasnuuHble namsaTku, o0630pbl  HOPMaTMBHO-NPABOBOrO
perynupoBaHusa gaHHOW cdepbl U MHPOPMALIMIO O akTyarbHbIX MEPONPUATUAX U CODLITUSIX B JaHHON cdhepe.

B xope npoBeneHns EamHoro ypoka no 6esonacHoctu B cetu "MHTepHeT" pekomeHayeTcsa obecneunTb
BbIMYCK TEMaTMYECKOro BbIMycka CpeAcTBa MacCcoBOW MHopMauuu nmbo cepum nNyGrvkauui, cpegm KoTopbixX
paccMOTPETb OpPraHM30BaHHbIE MEPONPUATUS ANA oby4aloWmMXcs, NX poguTenen (3akoHHbIX NpeacTaBuUTenen) u
negarornyeckon obLLEeCcTBEHHOCTN.

OdwmumanbHble UHTepHET-pecypchbl

O6uweobpasoBaTtefibHbIM OpraHM3aUusaM PeKoMeHayeTcs Ha CBOMX oduuManbHbiX VIHTepHeT-pecypcax
obecneunTb (YHKLMOHMPOBAHWE CaMOCTOSITENBHOrO U cneuuanusnMpoBaHHoro pasgena "MHdgopmauunoHHas
Ges3onacHoCcTb", B paMKax KOTOpOro NpeaycMoTpeTb pasMeLleHne creaytoLein nHopmMaumu:

N Pasgen/nogpasgen | ®opmaT npeactaBneHus CopepxaHve matepumanos
maTtepuanos

1. |JNokanbHble Konuu gokymeHTOB B PasmeLlatoTcs KONum AOKYMEHTOB, T.€. CKAHMPOBAaHHbIN
HopmaTuBHble akTbl B | bopmaTte *PDF BapvaHT JOKYMEeHTa, COOTBETCTBYOLWMIA TpeboBaHMAM K
chepe obecneveHus napamMmeTpam ckaHupoBaHus. Pa3mellatoTcs
NHAOPMaLIMOHHOW AOKYMEHTbI, perfiaMeHTMpyoLLne opraHm3awmio u
6e3onacHocTu paboTy € NnepcoHanbHbIMW AaHHBIMM, MiaHbI
obyyatomxcs mMeponpusaTuii no obecneyeHmnio MHPOPMaLMOHHON

6esonacHocTn o6yqa+oumxc;| n agpyrue.

2. |HopwmatusHoe Konuvn gokymeHTOB B [MyBnukytoTCca akTyanbHble cBeAeHUs 0 chedeparnbHbIX 1
perynuposaHue ¢dopmate *PDF permoHarnbHbIX 3aKOHax, MMCbMax OpraHoB BNacTu u
Apyrue HopMaTUBHO-NPaBOBbIE JOKYMEHTHI,
pernaMmeHTupyoLwmne obecneyeHne MHHOPMaLNOHHOM
6Ge3onacHOCTM HecoBepLUEHHOMNETHMX. [lonyckaeTcs
BMECTO KONUI pasmeLlaTb rmnepcchifky Ha
COOTBETCTBYIOLLNE JOKYMEHTbLI HA CanTax opraHoB
rocygapcTBeHHOM BNacTu.

3. |Meparornyeckmum TekcT Ha cTpaHuue PasmeLllaloTca meToanyeckme pekomeHgaumm u
paboTHMKam cavita yKasblBaeTCcs UHOpMaLNA O MeponpUATUSX, MpoeKTax
Konunn gOKyMeHTOB B 1 nporpaMmmax, HanpasfieHHbIX Ha MOBbILLEeHNe
¢dopmate *PDF MHOPMALIMOHHOW rPaMOTHOCTU Nearormyeckmx
pabOTHUKOB.
4. O6yuvatowumes TekcT Ha cTpaHuue PasmellaeTca MHhopMaLMoOHHaa namsaTka
cavita (npunoxeHue N 2) n ykasbiBaeTcs Hopmauuns o

MepONpUATUAX, NPOEKTaX U NporpaMmMax,
HanpaBreHHbIX Ha NoBbILIEeHNEe MHPOPMALMOHHOIA
rpPaMOTHOCTM 0BYyYaloLLMXCS.

5. | Pogutensm (3akoHHbIM | TEKCT Ha CTpaHuue Pa3meluaeTtcs nHdopmaLMoHHasa naMmaTka
npeacraBuTeNsam) cavita (mpunoxenue N 3).
obyvatowmxcsi

6. |[etckune 6esonacHble | TekCT Ha cTpaHuue Pasmellaetca nHdopmaums o peKoMeHayeMbIX K
caunTbl cavita MCMoNib30BaHUIO B y4eBHOM npouecce 6e3onacHbIX

cavitax, 6aHHepbl 6e30nacHbIX AETCKMX CalTOB.

OpraHam, ocyLlecTBNAKLWMM yripaBneHne B cpepe obpaszoBaHus, pekoMeHOYeTCs Ha CBOMX ouLManbHbIX
MHTepHeT-pecypcax obecneuntb (PyHKLUMOHMPOBAHME CaMOCTOSATENBHOMO W Cheuuann3MpoBaHHOro pasgerna
"MHdopmaumoHHasa 6e3onacHOCTL", B paMKax KOTOPOro NpeaycMOTPeTb pasMeLLeHne creayoLlen MHdopmaumu:



Mpunoxexne N 1

NAMATKA )
ANS OBYHAIOLLMXCS OB MHOGOPMALIMOHHOWN BE3OMACHOCTU IETEM

HENb3A

1. Bcem nogpsig coobliatb CBOK YacCTHYH MHGOpMauuMio (Hactosiwue umsi, dammnuio, TenedoH, agpec,
HOMep LLKONbI, a Takke doTorpadum cBOM, CBOEN CEMbU U ApY3en);

2. OTKpbIBaTb BIIOXEHHbIE (balnribl ANEKTPOHHOW NOYThl, KOrAa He 3Haellb OTNpaBuUTens;
3. MpybuTb, NpyanpaTbCs, Oka3biBaTb AaBIEHNE - BECTU cebs1 HEBEXITMBO M arpeCcCUBHO;
4. He pacnopsixaincs AeHbramu TBoern ceMbu 6e3 paspeLleHnst cTaplumnx - Bcerga cnpallmeanm poautenen;

5. He BcTpevainca ¢ VIHTepHET-3HAKOMbIMM B peasribHOM XKWU3HW - NMOCOBETYWCS CO B3POCHbIM, KOTOPOMY
Josepsiellb.

OCTOPOXHO

1. He Bce nuwyT npaegy. YnTtaews o cebe Henpaeay B VIHTepHeTe - cooby 06 3TOM CBOMM poauTENAM
UMK OMneKyHaM;

2. MpurnawatoT nepenucbiBaTbCs, Urpatb, 0OMeHNBaTbLCS - MPOBEPb, HET NN NOABOXA;
3. HesakoHHoe konuposaHue dannos B IHTepHeTe - BOPOBCTBO;
4. Bcerga pacckasblBay B3pocrbiM 0 npobnemax B ceTu - OHW Bcerga nomoryT;

5. Wicnonb3yin HacTporikm 6e3onacHOCT! U NPUBATHOCTM, YTOObI HEe MOTEPATbL CBOM akkayHTbl B COLICETAX U
ApYrvx nopTanax.

MOXHO
1. YBaxan gpyrux nornb3oBarenen;
2. Monb3yewbca MHTEPHET-UCTOYHUKOM - Aenan CCbIfiKy Ha Hero;
3. OTKpbIBaW TOSMBLKO TE CCISIKK, B KOTOPbIX YBEPEH;
4. O6waTtbcH 3a NOMOLLbIO B3POCIbIM - POAUTENM, ONEKYHbl N aAMUHUCTPAaLIMS CanToB BCcerga noMoryT;

5. Mpongn o6yyeHne Ha canTe "CeTeBUYOK" 1 MOMyYn nacnopT undgpoBoro rpaxxgaHnHa!

Mpunoxexne N 2

NH®OPMALIMOHHAA NAMATKA
And OBYYAKOLMXCA Ansd PASMELLEHUA
HA O®ULIMATIbHbIX UHTEPHET-PECYPCAX

C kaxgblM rogoM Monoaexu B WHTEPHETE CTaHOBUTbCA Oonblue, a WKOMbHUKA OOHU M3 CaMblX aKTUBHbIX
nonb3oBaTenen PyHETa. Me>|<,u,y TEéM, MOMMUMO OIFpPOMHOIo0 KoOJIn4ecTBa BO3MOXHOCTEN, WHTEPHET HeceT U
Flp06J'IeMbI. OTa namsaTka gormkHa nomoyvb Tebe 6e3onacHo HaXoaMUTbCS B CETU.

KomnloTepHble BUpYChI

KoMnNblOTEPHBIN BUPYC - 3TO PasHOBUAHOCTb KOMMbIOTEPHbIX MpOrpamMm, OTAUYMTENbHOW OCOBEHHOCTLIO
KOTOpPON $ABMSIETCS CMOCOBHOCTb K pasMHOXeHUo. B gononHeHue K 3TOMy, BUPYCbl MOryT MOBpeanTb UMK
MOMHOCTBI YHUYTOXWUTb BCEe (pannbl M AaHHble, MOAKOHTPOSIbHBbIE MOMb30BaTENo, OT MMEHW KOTOporo Obina
3anyLieHa 3apaxeHHas mporpaMma, a Takke NoBpeauTb UK AaXe YHUHTOXUTb ONepaunoOHHY0 CUCTEMY CO BCEMMU
dannamm B uenom. B 6onblWIMHCTBE CryvyaeB pacrnpoCTPaHATCS BUPYChbl YePE3 UHTEPHET.

MeToAbl 3aluUTLl OT BPEAOHOCHLIX MPOrpamMmM:

1. |/|CI'IOJ'|b3yIZ COBpeMEHHbIe oOnepaunoHHble CUCTeMbl, UMeroLlne Cepbe3HbIIZ ypoBE€Hb 3alinTbl OT



BPEAOHOCHbIX NMPOorpaMm;

2. TlocTosiHHO ycTaHaBnMBar navty (UMdpoBble 3annaTky, KOTOpble aBTOMATUYECKU YCTaHaBIMBAOTCH C
uenoio gopaboTku nporpammbl) U Apyrue oBHOBMNEHWUS CBOEN onepaumMoHHON cucTeMbl. CkaumBanm MX TOMbKO C
oduumansHoro carta paspabotunka OC. Ecnu cyllecTByeT pexxmuMm aBToMaTU4eCKoro 06HOBMNEHMS, BKIOYN €rO;

3. PaboTan Ha cBOeM KOMMbIOTEpPE MO NpaBamMu Nonb3oBaTens, a He agMuMHUCTpaTopa. ATO He NO3BONUT
GONbLUNMHCTBY BPEAOHOCHbLIX MPOrpamMM MHCTaNIMpPoBaTbCsl HA TBOEM NEPCOHANbHOM KOMMbIOTEPE;

4. Wcnonb3yi aHTUBUPYCHblE MpOrpaMMHbIE MPOAYKTbl U3BECTHbIX MPOU3BOAUTENEN, C aBTOMAaTUYECKUM
obHoBreHnem 6a3s;

5. OrpaHuyb hrsmyecknin 4OCTYN K KOMNbIOTEPY AN MOCTOPOHHUX KL,

6. Vicnonb3ayi BHELWHWe HOCUTENW MHAOPMaLMK, TakMe Kak doneLuka, QUCK UM dann u3 MHTepHeTa, TONbKO
13 NPOBEPEHHBIX MCTOYHUKOB;

7. He oTkpbiBa KOMMbIOTEPHbIE Qannbl, NONyYeHHble W3 HEeHaOeXHbIX UCTOYHMKOB. [axe Te dhannsl,
KOTOpble npucran TBOW 3HaKOMbIN. Jlyylle yTOYHU Y Hero, oTnpasnsan nn oH Tebe umx.

Cetn WI-FI

Wi-Fi - aTo He BMA nepepayn OaHHbIX, HE TEXHOMOrusi, a Bcero nuwb 6peHa, mapka. Ewe B 1991 rogy
HugepnaHackas KomnaHus 3apeructpupoBana 6peHa "WECA", yto o6osHauvano croBocoyveTaHue "Wireless
Fidelity", koTopbIlt nepeBoauTCs Kak "GecnpoBogHast TOUHOCTL".

Jo Hawero BpemeHu powna Apyras abbpesuaTtypa, koTopasi sIBMSIETCS TakoW e TexHonorven. JTo
abbpesunatypa "Wi-Fi". Takoe Ha3BaHue 6bINO 4aHO C HAMEKOM Ha CTaHAapT BbiCLUEN 3ByKOBOW TexHukM Hi-Fi, yto
B NepeBoe 03HavaeT "BbICOKas TOYHOCTL".

Ha, BGecnnatHbIn MHTEpPHET-AOCTYN B kade, OTENsAxX W alponoprax ABMASETCH OTAMYHON BO3MOXHOCTbLIO
BbIXOAa B UHTEpHeT. Ho MHOrne akcnepTbl cuntaroT, 4To obweaoctynHele Wi-Fi ceTn He aBnsatoTca 6e3onacHbIMu.

CoBeTbl N0 6e3onacHoCcTH paboThbl B 06LeAoCcTynHbIX ceTax Wi-fi:

1. He nepepasan cBOO nu4Hylo WHopmaumio 4Yepes obwepoctynHole Wi-Fi cetn. Pabotas B HwuX,
)ernaTtenbHO He BBOAUTb Maponv AOCTyNa, NOrMHbI U Kakne-To HoMepa;

2. Nicnonb3yn n 06HOBNAN aHTUBMPYCHbIE NporpamMmbl n 6paHamMayep. Tem cambiM Tbl 06e3onacuiub cebs ot
3aKa4ku BMpyca Ha TBoe YCTPOMWCTBO;

3. Mpu ncnonbsosarum Wi-Fi otkntoum dyHkumio "O6wmn goctyn k hannam v npuHtepam”. JaHHasa dyHKUmMA
3aKpblTa MO YMOMYaHWO, OJHAKO HEKOTOpble MOMb30BaTeNnu akTMBUPYIOT ee And yaobcTBa uCMonb3oBaHWA B
paboTe nnm yyebe;

4. He ncnonb3yn nyonuyHbin WI-FI gns nepegaym nuuHbIX AaHHbBIX, HANpumep AN Bbixo4a B couuarbHble
CETMW UMK B 3NEKTPOHHYIO MOYTY;

5. Ncnonb3yn TomnbKo 3aliumileHHoe coeauHeHne vepe3 HTTPS, a He HTTP, 1.e. npn Habope Beb-agpeca
BBOAWM UMeHHO "https://";

6. B mMobunbHom TenedoHe oTknoum dyHkuuio "TogkntodeHne k Wi-Fi aBTomatudeckun”. He pgonyckanm
aBTOMaTUYECKOro NoaknyeHnsa yctponcTea k cetam Wi-Fi 6e3 TBoero cornacusi.

CoumanbHble ceTu

Coumaanb|e CeTN aKTUBHO BXOOAT B HaAWy XXW3Hb, MHOrne nogu paﬁoTaroT N XMBYT TaM MNMOCTOAHHO, a B
Facebook yxe 3apeructpupoBaH Munnuapg 4erioBek, YTO SIBMASETCA OAHOW CeObMOM BCEX XUTenen nraHeThbl.
MHorve nonb3oBaTtenu He NMOHNMAKOT, YTO I/IHC*)OpMaLLI/IFl, pa3mMelleHHada MMN B coumnaribHbIX CeTAX, MOXeT ObITb
HalgeHa 1 ucnonb3oBaHa kem yrogHo, B TOM Yucre He obs3aTernbHO ¢ 6Grarumm HaMmepeHmsIMN.

OcHoBHble coBeTbl N0 6e30NacHOCTU B COLManbHbIX CETAX:

1. OrpaHu4b cnucok apysen. Y 1edsi B Opy3bsiX HE AOIMKHO ObiTb CyYalHbIX U HE3HAKOMbIX JTHOAEN;

2. 3awmiiank cBOK YacTHYH u3Hb. He ykasbiBanm naponu, tenedoHbl, agpeca, A4aTy TBOEro poXOeHUs u
OPYrylo NU4YHy0 MHopMaLnio. 3noyMbILWLNEHHMKU MOTYT UCMOMb30BaTh AaXe UH(OPMaLMI0 O TOM, Kak Tbl U TBOU

poauTenn nnaHnpyeTe NpoBeCTU KaHUKYIbI;

3. 3awmwian cBoto penyTauuio - JepXKu ee B YACTOTE U 3adaBan cebe Bonpoc: xoten Obl Thbl, YTOOLI Apyrve



nosib3oBaTeny BUAENM, YTO Thl 3arpyxaelub? MNogymaii, npexae Yem YTo-To onyGrMKoBaTh, HanMcaTh U 3arpysuTb;

4. Ecnv Tbl roBOpULWLb C NoAbMW, KOTOPLIX HE 3HaeLlb, HE UCMOJIb3YyI CBOE pearibHoe UMS U APYTYIo FINYHYLO
UHbopMaLIMKN: UMSI, MECTO KUTEMbCTBA, MECTO y4ebbl 1 NpoYee;

5. Usberan pasmelleHus dotorpacdpuii B UHTepHeTe, rae Tl n3obpakeH Ha MEeCTHOCTU, MO KOTOPOM MOXHO
onpeaenuTb TBOE MECTOMONOXEHNE;

6. MNpu peructpauun B coLmanbHoi ceT HeobXOAMMO MCMNOSb30BaTh CIIOXKHbLIE MAPOSIM, COCTOsILLME U3 OYKB
1 UMGP U C KONMYECTBOM 3HAKOB He MeHee 8;

7. Anga coumanbHOWM ceTu, NOYTbl U APYrnMxX CanToB HEOBXOAMMO MCMNOMb30BaThL pa3Hble naponu. Toraa ecnu
Tebs B3MOMatoT, TO 3MI0YMbILLIIEHHUKM NosyyYaT JOCTYN TONbKO K 0QHOMY MECTY, a He BO BCe cpaay.

OneKTpPOHHbIEe AeHbIN

OneKTPOHHbIE AEHbIN - 3TO OYeHb YOOOHbIN cnocob nnaTexen, OAHAKO CYLLECTBYOT MOLUEHHUKU, KOTOpbIe
XOTAT NONYYUTb 3TU OEHbBIN.

SJ'IeKTpOHHbIe OeHbrn noaBuinCcb coecemMm HegaBHO U UMEHHO M3-3a 3TOro0 BO MHOIMMX rocygapcrtBax Ao Cux
nop He NPonnucaHo NpPo HMUX B 3aKOHaXxX.

B Poccum xe OHU (PYHKUMOHUPYIOT M O HUX YKe MPOMMCaHO B 3aKOHe, rae UX pasfensitoT Ha HEeCKONbKO
BMOOB - @aHOHUMHbIE WU HE aHOHWMMHblE. PasHuMLa B TOM, YTO aHOHWMHbIE - 3TO Te, B KOTOpbIX pa3peluaeTcs
npoBoAuUTbL onepauun 6e3 ngeHTUMKauumM nonb3oBaTens, a B HEAHOHUMHbLIX MAEHTUUKAUNS nonb3oBaTens
ABnsieTcs 0b6A3aTeNnbHOMN.

Takke cnegyeT pasnuyaTb OMEKTPOHHble puaTHble AeHbrM (paBHbl rOCY4APCTBEHHbIM BanoTam) U
3MNEKTPOHHbIE HedmaTHbIE AeHbIM (HE paBHbl rOCY4apPCTBEHHBIM BanoTam).

OcHoBHble coBeTbl N0 6e3onacHor paboTe ¢ 3NEeKTPOHHbIMU AeHbramu:

1. TpMBSHKM K cHETY MOOWMbHEIN TenedoH. 3TO camblil YAOOHbIN M BbICTPLIN CNOco® BOCCTAHOBUTL JOCTYM K
cyety. [NpuBaA3aHHbIV TenedoH NOMOXeT, ecnu 3abydellb CBOM MraTeXHbI Naponb Unu 3argellb Ha CauT C
He3HaKOMOro YCTPOMWCTBA;

2. Wcnonbayii ogHopasoBble naponu. Mocne nepexoda Ha ycuneHHylo aBTopusauuio Tebe yxe He Gyaer
yrpoXaTb ONacHOCTb KpaXkn UK nepexeata nraTexXHoro naponsi;

3. Bbibepu cnoxHein naponb. NpecTtynHukam OyaeT He MPOCTO yragaTb CIOXHBIM Naponb. HagexHble
naponu - 3To Naponu, KOTopble CoaepXaTt He MeHee 8 3HaKOB M BKIHOYAOT B ce65 CTPOUHbIE M MPONUCHbIE BYKBHI,
LUMdpbl 1 HECKOIMbKO CMMBOMOB, TakuMe Kak 3HaK gonnapa, dyHTa, BOCKNMUATenbHbIA 3HaK W T.M. Hanpumep,
$tRONg!;;

4. He BBOAM CBOW NMYHbIE AaHHbIE HA canTax, KOTOPbIM HE OOoBeEpAELUb.

3neKTp0HHan noyTta

OneKkTpoHHasi nNoyTa - 3TO TEXHONOrMA W MpefoCTaBrfsieMble €l YCMnyrn no nepecbiike U MonyyYeHuto
9MNEKTPOHHbIX COOOLLEHNIA, KOTOpble pacrnpenenstoTcsi B KOMNboTepHOW ceTu. OBbIYHO 3MEKTPOHHBIN NOYTOBBIN
AWMK BbIFMSAUT criegylownMm obpas3oM: UMSA_Mnonb3oBaTensa@ums_gomeHa. Takke Kpome nepegayn npocToro
TeKcTa, UMeeTCs BO3MOXHOCTb nepeaasaTh ansibl.

OcHoBHble coBeThbl N0 6e3onacHor paboTe ¢ INEKTPOHHOW NOYTOMN:

1. Hapo BbIOpaTb npaBuWibHbIA MOYTOBLIA CepBUC. B MHTEpHETe ecTb OrpoMHbI BblbOp OecnnaTHbIX
NMOYTOBBLIX CEPBMCOB, OOHAKO fy4lle JOBEPSTb TEM, KOrO 3HAELb U KTO NEPBbIA B PENTUHTE;

2. He ykasbiBan B §MYHOM MOYTEe NWNYHYO uHdopmaumio. Hanmpumep, nydwe BbibpaTb
"My3blkanbHbIn_haHat@" nnn "pok2013" BmecTo "Tema13";

3. Vcnonbayin gByxaTtanHyo aBTopusaumio. ATo korga NOMUMO Maposs HYXHO BBOAWUTL KoL, MpucCbiniaeMbli
no SMS;

4. Bbibepu crnioxHbIn naponb. [ns kaKgoro noyYToBOro SLMKa AOJDKEH OblTb CBOM HAOEXHbIA, YCTOMUYMBBIN K
B3MOMY Naponkb;

5. Ecnu ecTb BO3MOXHOCTb HanucaTtb camMomy CBOW NUYHbIN BOmnpoc, MCI'IOJ'Ib3yl71 3TY BO3SMOXHOCTb;

6. Mlcnonb3yn HEeCKOMbKO NOYTOBBLIX ALWMKOB. [lepBbl A4S YacTHOM Nepenucky ¢ agpecatamMu, KOTOpPbIM Thbl



AoBepsiellb. ATO 3MEKTPOHHLIN agpec He Hado UCMONb30BaTh NPY PercTpaunn Ha dhopymax u cantax;

7. He oTKkpbiBan gannbl U gpyrue BROXEHUS B NMUCbMax, JaXe €Cfiv OHM NpuLn oT TBoMX Apy3en. Jlydwe
YTOYHW Y HUX, OTNPaBMAnM N oHn Tebe aTn hannsl,

8. lNocne okoH4YaHusa paboTbl HA NOYTOBOM CepBUCE nepen 3akpblTUeM BKNagkM ¢ cantoM He 3abyab HaxaTtb
Ha "BbInTi".

Kn6epOynnuHr unu BupTyanbHoe usaeBaTenbCcTBO

KubepbynnuHr - npecrnefoBaHue cooblueHnsiMy, cogepXaliummu ockopbrneHus, arpeccuio, 3anyrmBaHue;
XyNUraHCTBO; couunanbHoe O0MKOTUPOBAHME C NMOMOLLbIO Pa3fnnYHbIX MHTEPHET-CEPBUCOB.

OcHoBHble coBeTbl N0 6opbbe ¢ kKnbepOynNIIMHIrom:

1. He 6pocaiicsa B 6oi. Jlyuwmin cnocob: nocoBeToBaTbCs Kak cebs BECTU U, eCnn HET TOro, K KOMY MOXHO
obpaTtuTbCH, TO BHavane ycnokouTtbcs. Ecnu Tl HavyHelb oTBeYaTb OCKOPONEeHNAMN Ha OCKOpONeHns, TO TOMNbKO
ewe 6onblue pasoxekellb KOHQIUKT;

2. YnpaBnsn cBoewn knbeppenytaunen;
3. AHOHMMHOCTb B ceTu MHMMas. CyLLeCcTBYIOT CNOCobbl BbIACHUTL, KTO CTOUT 3@ aHOHUMHbBIM aKKayHTOM;

4. He cTtouT Bectu xynuraHckui obpas BMpTyanbHOW Xu3HWU. MIHTepHeT dukcmpyeT Bce TBOW OENCTBUS U
coxpaHseT ux. Yaanutb ux 6yaeT KpanHe 3aTpyaHUTENbHO;

5. CobGniogaii cBOK BMPTYaribHYH YeCTb CMOJIOAY;

6. VrHopvpyn eguHuyHbin HeratuB. OgHOpasoBble OCKOpOMTENbHblE COOOLLEHWS fydlle WUrHOpupoBaThb.
OB6bIYHO arpeccus NpekpaLlaeTcs Ha HavanbHON CTaauu;

7. BaH arpeccopa. B nporpammax o6MeHa MrHOBEHHbIMM COOGLLEHWSIMU, B COLUMAmNbHbIX CETHX €CTb
BO3MOXHOCTb BIOKMPOBKM OTMpaBKM COOGLLEHWI C ONpeAeNieHHbIX aapecos;

8. Ecnu Tbl cBMaeTens knbepbynnuHra. TBOM AENCTBUS: BbICTYNUTbL NPOTUB NpecrefoBaTtens, nokasatb emy,
YTO ero AenCTBUS OLEHMBAIOTCSl HeraTMBHO, MoadepXaTb KepTBY, KOTOPOW HYXHa McUxonornyeckass NOMOLLb,
COOBLLUUTL B3POCTbIM O haKTe arpeCCMBHOIO NOBEAEHUSI B CETU.

Mo6unbHbIN TenedgoH

CoBpeMeHHble CMapTOHbI U MaHLWeTbl cogepXxaTt B cebe BMonHe B3pochnbii OYHKUMOHanM, 1 Tenepb OHU
MOTyT KOHKYpMpOBaTb CO CTaUMOHapPHbIMK KomMbloTepamu. OgHako, CpeAcTB 3awmnTbl ANns NOAOOHbBIX YCTPOWCTB
noka odeHb Mano. TecTupoBaHUE N NOUCK YA3BUMOCTEN B HUX NPOUCXOAUT He TaK MHTEHCUMBHO, Kak ans MK, To xe
camoe KacaeTcsl U MOBUIbHBIX MPUMOXEHUNA.

COBpeMeHHbIe MOOWnNbHbIE 6pay3epb| yXe MnpakTudeCckn pforHanm HacToJibHble aHanorun, oaHaKo
pacwiunpeHne beHKLI,MOHaJ'Ia BneYeT 3a cobon 60ﬂbL1JyI'O CNOXHOCTb U MEHbLLYH 3alMULEeHHOCTb.

Janeko He BCe MPOM3BOAUTENWU BbiNyCcKalOT OOHOBMEHWS, 3aKpblBalOLMe KPUTUYECKME YS3BMMOCTW ONdA
CBOUX YCTPOWCTB.

OcHoBHble coBeTbl Ansa 6e3onacHOCTM MOBUNbHOro TenedoHa:

Hunyero He gBndetcs no-HacTodLlemy GecnnaTtHbIM. Eyﬂ,b OCTOpPOXeH, Beab Koraa Tebe npegnararT
©ecnnaTHbIN KOHTEHT, B HEM MoryTt ObITb CKpPbITbl Kakmne-TO nnaTHble YyCnyru,

Oymawn, npexge 4em otnpasutb SMS, dhoTo unu Bugeo. Tbl TOYHO 3Haelb, rAe OHWM OyAyT B KOHEYHOM
ntore?

Heobxoanmo oOHOBNATL ONepauMoOHHY0 CUCTEMY TBOEro cMapTdOHa;
Mcnonb3yin aHTUBMPYCHbIE MPOrpamMmbl 45151 MOBUIbHBIX TENEOHOB;

He sarpyxai nNpuUnoXeHuss OT HEW3BECTHOrO WCTOYHMKA, BE[db OHWM MOryT coaepXaTb BpPenoHOCHOe
nporpamMMHoe obecneyeHve;

lMocne Toro kak Thbl BbIMAELWb C canTa, r4e BBOAWUI JIMYHYIO MHGOPMALMIO, 3ainan B HAacTporkn Gpaysepa u
yaanu cookies;

I'Iepmop,wquKM nposepmﬁ, Kakne nnatHble yCnyrn aktTuBupoBaHbl HA TBOEM HOMEpPE;



[aBan cBon Homep MOBUIBLHOrO TenedoHa TOMbKO NI0ASAM, KOTOPbIX Thl 3HAELUb U KOMY AOBEpPSELLb;
Bluetooth gomkeH 6bITb BbIKITHOYEH, KOrAa Thl MM He nonb3yellbes. He 3abbiBal MHOrga npoBepsTh 3TO.

Online urpbl

CoBpeMEHHbIE OHMAaNH-UrPbl - 3TO KPaCOYHble, 3axBaTblBaloWWe pasBreyvYeHusi, OObEeAMHSIOLIME COTHU
TbiCSIM YernoBek Mo Bcemy mupy. Mrpoku mccreayloT AaHHbii UM MUp, obiarTcs Apyr C APYroM, BbIMOSHSOT
3a[laHuns, CPaXKaloTCA C MOHCTPaMM M MOMyYaloT OnbIT. 32 YOOBONLCTBME OHM MNATAT: MNOKYNaloT ONUCK, ONfavnBaoT
aboHeMeHT Unun NprMoBpeTaloT Kakue-To onuum.

Bce atm cpeactBa vayT Ha noAadepXaHuMe M pasBuMTME WUrpbl, a Takke Ha caMy 6e30MacHOCTb:
COBEPLLEHCTBYIOTCS CUCTEMbl aBTOpPM3aLMK, BbIMycKaloTCs HOBble MaTyu (LMDpoBbIe 3annaTku Ofs nporpamm),
3aKpbIBAIOTCA YSI3BUMOCTM CEPBEPOB.

B nogobHbIx nrpax CTtouT onacaTtbCA HE CTOJIbKO CBOMX COMNEPHUKOB, CKOJIbKO KpaXu TBOEro naposid, Ha
KOTOPOM OCHOBaHa cuctemMa aBTopusauunm SonbluMHCTBA nrp.

OcHoBHble coBeTbl MO 6e30MacHOCTY TBOEIO UrPOBOrO akKayHTa:

1. Ecnu apyroit urpok BedeT cebs nnoxo unu cosgaeT Tebe HenpusaTHOCTM, 3abroKuMpyii ero B Crmcke
UrPOKOB;

2. Moxanynca agMUHUCTpPATOpPaM Mrpbl Ha MNIOXOe MOBEeAEHWe 3TOr0 Urpoka, KenaTenbHO MPUIOXUTb
Kakue-To JokasaTenbCTBa B BUAE CKPUHOB;

3. He ykasbiBan nn4Hyo nHopmMaumio B npochainne urpbl;
4. YBaxkan Apyrmx y4acTHUKOB MO UIPe;

5. He yctaHaBnuBan HeodmumanbHble Natyn u Moapl;

6. Vicnonbayit cnoxHble 1 pasHble Naponu;

7. Naxe BO BpeMsi Urpbl He CTOWUT OTKMOYaTb aHTMBMpPYC. lMoka Tbl uUrpaellb, TBOW KOMMbIOTEP MOryT
3apasuTsb.

DULIMHT UMK KpaXa FIUYHbIX AaHHbIX

OOGblyHOW Kpakew [eHer W [OOKYMEHTOB CEerofHA yXe HUWKOro He YAUBUWb, HO C pasBUTMEM
WNHTEPHET-TEXHOMOMI 3M10YMbILLNEHHUKN NEPEMECTUNNUCE B MHTEPHET, W NPOAOIKAT 3aHMMaTbcs "nMobuMbIM"
Oenom.

Tak nosiBunacb HOBasi yrpo3a: UHTEPHET-MOLLUEHHUYECTBA NN OULLINHT, rMaBHas Lefb KOTOPOro COCTOUT B
nonyvyeHun KoHdunaeHUnanbHbIX AaHHbIX Nnonb3oBaTenen - norMHoB 1 naponen. Ha aHrnuickom asbike phishing
yntaeTca kak puwnHr (ot fishing - peibHas noBnsi, password - naponb).

OcHoBHble coBeTbl N0 6opbbe ¢ PULLIMHIOM:

1. Cnegu 3a cBOMM akkayHTOM. Ecnuv Tbl nogo3peBaellb, YTO TBOSI aHkeTa Obina B3foMaHa, To Heob6Xxoaumo
3abnokMpoBaTh €€ 1 COOOLLMTb agMUHUCTPATOPaM pecypca 06 3TOM Kak MOXHO CKOpEE;

2. I/Icnonb3y|7| Oe3onacHble Beb-calTbl, B TOM Yncre, MHTEpPHET-MarasmHoB U NMOUCKOBbIX CUCTEM;

3. Mcnonb3yin cnoxHble U pasHble naponu. Takum obpasom, ecnu Tebs B3rioMaloT, TO 3M0YMbILISIEHHUKN
rony4aTt A4oCTyn TONbKO K 04HOMY TBOEMY NPOUIo B CETU, a HE KO BCEM;

4. Ecnn Tebs B3nomanu, To Heobxoanmo NpeaynpeanTb BCEX CBOUX 3HAKOMbIX, KOTOpble AobaBneHbl y Tebs
B OpPY3bsX, O TOM, YTO TeGsA B3noManu M, BO3MOXHO, OT TBOEro UmMeHu GyaeT paccbinaTbCs cnam W CCbIfIKU Ha
OULLNHIOBbLIE CaThl;

5. YcTaHoBu HagexHbin napornb (PIN) Ha MobunbHbIN TenedoH;

6. OTknNIOYM coxpaHeHne napons B 6paysepe;

7. He oTkpbiBan channbsl 1 Apyrne BrOXEHUSA B NUCbMax, Aaxe eCriv OHW NpULLInn OT TBOUX Apy3en. Jlydiie
YTOYHM Y HUX, OTNPABISANN N1 OHW Tebe 3Tn dannbl.

Lndposas penyrauus

LincdbpoBas penyTtaums - 3To HeraTMBHas uUnm no3nTMBHasa nHdopMaumsi B cetu o Tebe. KomnpomeTupytowas



nHdpOpMaLms, pasMeLleHHas B MHTEPHETE, MOXET Ccepbe3HbiM 00pa3oM OTPasvTbCs Ha TBOEW pearibHON XKWU3HW.
"LincbpoBas penytaumsa” - 370 TBON UMUK, KOTOPLIN hopMmupyeTcs us nidopmarmm o Tebe B MHTEPHETE.

TBOE MECTO XWUTenbCTBa, y4ebbl, TBOE (DUHAHCOBOE MOMoXKeHne, 0COBEHHOCTM XapakTepa M pacckasbl O
ONN3KUX - BCe 3TO HaKannmMBaeTCcsl B CETHU.

MHorve noOApOCTKM NErkOMbICNIEHHO OTHOCATCA K Mybnukaumm nuyHow uHdgopmaumn B WNHTepHeTe, He
NMoHMMasi BO3MOXHbIX NMOCNeacTBUn. Thl JaXe He CMOXeLUb AoragatbCcsi 0 TOM, 4TO dhoTorpadus, pasmelleHHas 5
neT Hasag, ctana npuunHOM oTkasa NpPUHATL Tebsa Ha paboTy.

KommeHTapun, pasmelleHne TBomx doTorpadmii n gpyrue AeicTBUst MOryT HE NCHE3HYTb AaxKe nocrne Toro,
Kak Tbl UX yganuwb. Tbl HE 3HaeLWb, KTO COXpaHun 3Ty nHdopmaumio, nonarna fm oHa B MOUCKOBbIE CUCTEMbI U
COXpaHunacb N OHa, a rmaBHOE: YTO MOAYMAalOT O Tebe OKpyXKaloLLme Noan, KOTOpble HanayT 1 yBUAAT 3T0. Hantu
WH(OpPMaLIMI0 MHOIO feT CNycTa CMOXEeT Mobon - kak 13 Aobpbix NOOYXAEHWUA, Tak U C HAMEPEHUEM NPUYMHUTD
BpeAa. 3TO MOXET BbITb KTO YrOAHO.

OCHOBHbIE COBETHI MO 3aLLuTe UMPOBOI penyTauum:
1. Mogymaii, npexae 4em 4To-To Ny6rmkoBaThb U NepedasaTthb y cebs B G6rore nnm B coumanbHo ceTu;

2. B HacTpownkax npoduns yCTaHOBW OrpaHMYEHUs Ha MPOCMOTP TBOEro Npodwns U ero CoAepKUMOro,
caenawn ero Tonbko "onsa gpysen”;

3. He pa3meluaii 1 He ykasbiBai MHGOPMaLNIO, KOTOpasi MOXET KOro-1iMbo ockopGnsiTe UK 06uxaTh.

ABTOpCKOE npaBo

CoBpeMeHHble LUKOMbHUKK - akTUBHbIE MOMb3oBaTeny UMdpPoBOro npocTpaHcTBa. OgHako Aaneko He Bce
3HalOT, YTO MOMb30BaHWE MHOMMMM BO3MOXHOCTSMM LudpoBoro Mupa TpebyeT cobniogeHus npaB Ha
WHTENNEeKTyanbHyt0 COGCTBEHHOCTb.

TepMuH "nHTennekTyanbHas COGCTBEHHOCTb" OTHOCUTCSA K pasfiMYHbIM TBOPEHMSIM YENOBEYECKOro yMma,
HauyMHas C HOBbIX M300peTeHun N 3HakoB, 0603HaYaLWMX COOCTBEHHOCTb Ha MPOAYKTbI U YCMYrK, U 3akaH4MBas
KHUramm, dootorpacdmsimm, KWNHOUNbBMaMm1 U My3blKarnbHbIMU NPOU3BEAEHUAMMN.

ABTOpCKME MpaBa - 3TO NpaBa Ha MHTENNEeKTyanbHYyl0 COBCTBEHHOCTL HA NPOU3BEAEHUS HAyKu, NMUTepaTyphbl
N UcKyccTBa. ABTOPCKME NpaBa BbICTYMNalT B KAYECTBE rapaHTMU TOrO, YTO MHTEMMEKTYarnbHbIA/TBOPYECKUIA TpyL
aBTopa He ByaeT HanpacHbIM, AacT eMy cnpaBenvBbIe BO3MOXHOCTM 3apaboTaTb Ha pe3ynbTaTtax CBOEro Tpyaa,
MONy4nTb W3BECTHOCTb W Npu3HaHue. HukTo 6e3 paspelleHuss aBTopa He MOXET BOCMPOM3BOAUTL €ro
npou3BefeHne, pacnpoCcTpaHsiTe, Ny6NnMYHO AeMOHCTpUpoBaThb, NpodaBaTb, UMMNOPTUPOBATL, NyckaTb B MpoKar,
Ny6NMYHO UCMONHATb, MOKa3bIBaTL/UCMOMNHATL B 3hMpe nnu pasmeLlatb B VIHTepHeTe.

Wcnonb3oBaHue "FIVIpaTCKOI'O" nporpaMmmMHoOro obecrneveHnss MoxeT npmnBectTn K MHOrMM puUckam: OT NoTepu
OaHHbIX K TBOUMM akkayHTaMm OO0 6J'IOKI/IDOBKI/I TBOEero yCTpOI7ICTBa, roe ycrtaHoBlieHa HenerarnbHada nporpamma. He
CTOUT Takxke 3abbiBaThb, YTO CYLEeCTBYIOT NneralnbHble U OecnnaTHble nporpamMmbl, KOTOpPblie MOXHO HanUTu B CETW.

O noprane

CeTeBu4yoOK.pd - TBOW MaBHbIA COBETYMK B CeTU. 34eCb Tbl MOXeEWb Y3HaTb O 6e30MacHOCTU B CeTu
MOHATHBIM M AOCTYMHBIM S3bIKOM, @ MPU BO3HUKHOBEHUWN KPUTUYECKOW CUTyaumm obpaTtuTbCs 3a coBeToM. A Takke
MPUHATb y4acTue B KOHKypcax 1 cTaTb CaMbiM LMEPOBbLIM rpaXKaaHNHOM!

Mpunoxexne N 3

NAMSATKA 0N POOUTENEW OB UHOOPMALIMOHHOW BE3OMNACHOCTU AETEN

OnpepeneHne TepmmHa "MHdopMaunoHHasa 6e3onacHocTb aeten" cogepxntca B PegepanbHom 3akoHe N
436-03 "O 3awmte geten oT MHbopMaunMM, NMPUUUHSIOWEN Bped WX 340pPOBbI0 U PasBUTUIO", PErynupyloLmum
OTHOLLIEHMS, CBA3AHHbIE C 3aLUUTON AeTeln OT nHopMaL M1, NPUYNHSIOLWEN Bpea UX 300POBbI0 U (M) pasBUTHLo.
CornacHo gaHHOMY 3akoOHy "MHopMaumMoHHas ©6e3onacHOCTb AeTen" - 3TO COCTOSIHME 3alUMLLEHHOCTU, Npu
KOTOPOM OTCYTCTBYET PUCK, CBA3AHHbIVA C NPUYMHEHNEM UHpOPMaLMEN Bpeaa UX 340POBbI0 U (Mnn) prsmnyeckomy,
NMCUXNYECKOMY, AYXOBHOMY, HDaBCTBEHHOMY Pa3BUTUIO.

B cuny ®epepanbHoro 3akoHa N 436-O3 nHdopmaumen, NpuYMHSOLLENA Bpea 340POBbO U (M) pasBUTUIO
aeten, siensieTcs:



1. nHdbopmaLms, 3anpeLleHHas Ang pacnpocTpaHeHusa cpeau aeTen;

2. VHQopMauus, pacnpocTpaHeHne KOTOPOW OrpaHMYyeHO cpeau geten onpefeneHHbIX BO3pacTHbIX
KaTeropumn.

3. K uHdbopmauuum, 3anpeLleHHon ang pacnpocTpaHeHnsa cpean aeTen, OTHOCUTCS:

4. vHdopMaumsi, nobyxaawowas AeTell K COBEPLUEHVIO OeNCTBUIA, NPeaCTaBmsioWmMX Yrpo3y UX XKU3HU U
(Mnn) 300pOBLIO, B T.4. MPUYMHEHUIO Bpeda CBOEMY 340POBblo, CaMOyGUIACTBY;

5. cnocobHOCTb BbI3BATh Y AeTen xenaHue ynotpebuTb HapKOTMYEeCKMe cpeacTBa, NCUXOTPONHbIE U (Mnn)
odypmaHuBaloLmne BellecTBa, TabayHble U3OEenusl, ankorofnbHyl U CNMPTOCOAEpPXallyld MNPOAYKUMIO, MUBO U
HanuTKX, M3roTaBMnMBaeMble Ha €ro OCHOBE; MPUHATb y4YacTMe B a3apTHbIX Urpax, 3aHMMaTbCA MPOCTUTYUMEN,
OpPOASHKHNYECTBOM MIM NOMPOLLANHUYECTBOM;

6. obocHoBbIBaKOLWaAsa wnm onpasgbiBaowlada AOonyctTMMOCTb Hacuima w (VIJ'IVI) XecTokocTn nmbo
r|06y>|<na|ou.|,aﬂ OCYyLLECTBIIATbL HACUIbCTBEHHbIE OENCTBMS NO OTHOLUEHUIO K NIOAAM U XXNBOTHbLIM;

7. oTpyuaLlas ceMenHble LEHHOCTU 1 (bopmMupyloLas HeyBaXkeHue K poautensam u (Mnv) gpyrum 4neHam
cembu;

8. onpaBAabiBatoLLasi NPOTUBONPABHOE NOBEAEHNE;
9. cogepxallasi HeLeH3ypHyto BpaHb;
10. cogepxaluasa nHpopmaumo NnopHorpadmnyeckoro xapakrepa.

K wvHdopmaumn, pacnpocTpaHeHMe KOTOpPOM OrpaHWYeHO cpeau [heTell onpedefieHHoro Bo3pacTa,
OTHOCKTCA:

1. MHpbopmauums, NnpeactasnsgemMas B Buae M3006paKeHUss UIn OMMCaHUs XXEeCTOKOCTU, hn3ndeckoro un (unwm)
MCUXMYECKOro Hacunus, NPecTynneHns UM NHOro aHTUOOLLLECTBEHHOIO AeNCTBHUS;

2. BbI3blBalOLWAs y AeTEN CTpax, yKac unv naHuky, B T.4. nNpeacTaBnsiemas B BUAe WU300paKeHUs wnu
OMNMCaHNA B YHWXKaKLWENn YenoBeyeckoe [OCTOMHCTBO (DOPME HEeHacUIbCTBEHHOW CMepTW, 3aboneBaHwus,
camMoybuICTBa, HECHACTHOrO Cryvasi, aBapum Unm katactpodbl U (UNK) UX NOCNeaCTBUN;

3. npenctaensiemMas B BuOE W300pakeHUS WM ONUCAHUS TMOMOBLIX OTHOLIEHWA MEXAY MYXYMHOW U
KEHLLMHOM;

4. copepxallasn 6paHHbIe CroBa U BbIPaXXEHWS, HE OTHOCSALLMECS K HELIeH3ypHOW BpaHu.

C y4eToOM 3TOro Bam npegnararoTca npasuna paGOTbI B CeTn MHTepHeT Aana pasfindHbliX BO3PaCTHbIX
KaTeFOpMVI, cobntogeHne KOTOpPbIX MO3BOJINT obecneuntb VIH(bOpMaLJ,VIOHHYIO Ge3onacHoOCTb BalUMX OeTeN.

O6LwWwme npaBuna Ans pogutenemn

1. He3aBncmmo ot Bo3pacTa pebeHka ncrnonb3ayite nporpammHoe obecrneveHne, nomoratoLee punbTPoBaThb
N KOHTpONMpoBaTb MHPOPMaLMIO, HO He MonaralTecb NOMHOCTLIO Ha Hero. Balle BHUMaHWe k pebeHKy - rmaBHbIN
MeTo[, 3aLLnThI.

2. Ecnn Baw peGeHoK MMeeT akkayHT Ha OfgHOM M3 coumanbHbix cepBucoB (LiveJournal, blogs.mail.ru,
vkontakte.ru n T.n.), BHUMaATENBHO N3Y4YNTE, KAKyt0 MHCPOPMALMIO MOMELLAIOT €ro Y4aCTHUKM B CBOUX NPOOUaX u
6norax, Bkntovas gotorpadun n Buaeo.

3. lMpoBepbTe, C Kakumy OpyrMMuM carMTamMmy CBsi3aH coumarnbHbli cepBuc Balwero pebeHka. CTpaHuykm
Bawero pebeHka moryT ObiTb 6€30nacHbIMU, HO MOTYT M COAEPXaTb CChINIKM Ha HeXenaTenbHble U OnacHble CanTbl
(HanpvmMep, NOpHOCaNT, UNWN CanT, Ha KOTOPOM ApPYr YNOMMHAET HOMep COToBOro TenedoHa Bawero pebeHka mnu
Baw pomaluHum agpec)

4. Moowpsante Bawwux geten coobuwatb 060 BCeEM CTPaHHOM UMM OTTASIKMBAKOWEM U HE CIMLIKOM OCTPO
pearvpynTte, KOoraa oHuM 3TO AenatoT (M3-3a onaceHus NoTepsiTb A0CTYN K MHTEepHETY AeTU He roBOpAT poavTensm
0 npobrnemax, a Takke MOryT Ha4yaTb UCMOMNb30BaTh VIHTEPHET BHE AOMa 1 LUKObI).

5. byabTe B Kypce ceTeBol xM3HN Bawlero pebeHka. VIHTepecynTech, KTO UX Apy3bs B VIHTEPHET Tak Xe, Kak
NHTEepecyeTecb pearibHbIMU OPY3bAMMN.

Bospact ot 7 go 8 net

B VHTepHeTe pebeHok cTapaeTcsl NOCeTUTb T€ WM WHble CaiTbl, @ BO3MOXHO W YaTbl, paspelleHve Ha



nocelleHve KOTOpbIX OH He nonyuyun 6bl OT poguTtenen. [oaTomy poauTensm OCoOeHHO nonesHsl ByayT Te
OT4eTbl, KOTOpble NPedOoCTaBMASATCA nNporpaMMamMu MO OrpaHWYeHMI0 Ucnonb3oBaHus WHTepHeTa, T.e.
PoouTtenbckuii KOHTPOMb UK TO, YTO Bbl CMOXETE YBUAETb BO BPEMEHHbIX (hannax. B pesynbrate, y pebeHka He
OyOeT owyLlleHns, YTO 3a HUM BedeTCHd MOCTOSIHHbIA KOHTPOMb, OAHAKO, poauTenu OyaoyT no-npexHemy 3HaTb,
Kakme cawvTbl mocewjaeT ux pebeHok. et B AaHHOM Bo3pacTe obnagaloT CUIbHbIM YyBCTBOM CEMbW, OHU
OOBEPYMBLI M HE COMHeBatloTCs B aBtopuTetax. OHM nOAT urpaTb B CETEBble WUIrpbl M MyTelwecTBOBaTb MO
MHTepHeTy, MCMNOJb3yA SNEKTPOHHYIO NOYTY, 3aXO04UTb Ha CcanTbl U 4YaTbl, HE peKoOMeHOOoBaHHble poaUTENAMMN.

CoBeTbl N0 Bbe3onacHocTu B ceTn NHTepHeT anga aeten 7 - 8 net

1. Cospgarite cnucok AOMalUHUX NpaBun nocelleHus WMHTepHeTa npu ydactum getenm mn TpebynTte ero
BbINOMHEHWS.

2. Tpebywite ot Bawero pebeHka cobnogeHns BpeMEHHbIX HOPM HaxoXAeHUs 3a KOMMboTepoMm. Mokaxnte
pebeHky, yto Bbl HabnogaeTe 3a HUM He NoToMy 4YTO Bam aTo xoueTcs, a noTomy 4to Bbl Gecnokontechb O ero
6e3onacHOCTU 1 BCeraa rotosbl €My MOMOYb.

3. KomnbloTep ¢ nogknioyeHnem kK VIHTepHeTy JOMmKeH HaxogauTbCa B oblleri KOMHate nog MpUMCMOTPOM
poauTtenen.

4, |/|Cﬂ0]'|b3yIZTe cneunanbHble OeTCKne NonckoBblie MaLLUNHbI.

5. MCI'IOJ'Ib3yI7ITe cpenctea 6J'IOKI/IpOBaHVI$| HeXenaTeNlbHOro KOHTeHTa KaK AONOoJfIHeHue K CTaHOdapTHOMY
PO,D,I/ITeJ'IbCKOMy KOHTPOJO.

6. CosgaiiTe ceMelHbIin aNeKTPOHHbIN ALKK, YTOGLI He NO3BONUTL AETAM UMeTb cOBCTBEHHbIE aapeca.

7. Bnokupynte goctyn k caWTam c BecnnaTHbIMU MOYTOBBLIMU SLUMKAMU C MOMOLLIO COOTBETCTBYIOLLErO
nporpamMmmHoro obecneveHus.

8. MNpuyunte geten copeToBaTbCcs ¢ Bamu nepen onybnukoBaHMeM kakon-nmbo nHgopmaumn cpeactsamm
3NEKTPOHHON MOYTbI, YaTOB, PErMCTPALMOHHBIX (OOpM 1 Npodunen.

9. Hayunte geTten He 3arpyxaTtb hannbl, Nnporpammsl UM My3biky 6e3 Baluero cornacus.
10. He paspeluarite AeTM MCNOMNb30BaTb CIyX0Obl MTHOBEHHOrO 0OOMeHa CoObLLEHUAMM.

11. B "Genbin" CNMCOK CaWTOB, paspelleHHbIX ANs MOCeLeHns, BHOCMTE TOMbKO CaWTbl C XOpPOLUEN
penyTauuen.

12. He 3abbiBaviTe 6ecenoBath ¢ eTbMu 06 Mx Apy3bsix B MIHTepHeTe, Kak ecnv Obl peyb wna o apy3bsx B
pearibHOWN XU3HMU.

13. He genante "Taby" 13 BONpPOCOB NOMOBON XU3HW, Tak Kak B IHTEpHeTe AeTU MOryT NEerko HaTKHYyTbCSA Ha
nopHorpaduio unn canTsl "gnsa B3pocnbix”.

14. Mpuyuute Bawero pebeHka cooblaTe Bam O niobbIX yrposax unu Tpesorax, CBA3aHHbIX ¢ IHTepHeToM.
OcTaBanTecb CMOKOWHBIMW M HanoMHWUTE OEeTsM, YTO OHM B 6e3onacHoCcTW, ecnym camMm pacckas3anu Bam O CBOWX
TpeBorax. [loxBanuTe nx n NocoBeTynTe NOAOWTM eLle pa3 B NOAOOHbIX Cryyasx.

BozpacT geteit ot 9 oo 12 ner
B OaHHOM BoO3pacTe AeTn, Kak npaBuno, yxXe HaclblllaHbl O TOM, KaKas I/IH(bOpMaLI.I/Iﬂ cyulecTByeT B
UuTepHeTe. CoOBEPLUEHHO HOPMAarnbHO, YTO OHM XOTHAT 3TO YBUAETb, MPOYECTb, ycnbiwaTtb. [1py 3TOM HyXHO

MOMHWUTb, YTO OOCTYNM K HEeXenaTemnbHbIM MaTtepuanaMm MOXHO nerko 3abrnokvMpoBaTb MNPy MOMOLLUM CPeacTB
Poantenbckoro KOHTpons.

CoBeTbl No 6e3onacHocTy ana geten ot 9 oo 12 net

1. Cosgante cCNUCOK AOMAallHMX npaBun nocewexnus WHTepHeT npu yvactum geten u Tpebynte ero
BbINOSTHEHUS.

2. TpebywnTte oT Bawero pebeHka cobrnogeHns HOpM HaXOXOEeHUS 3a KOMMBIOTEPOM.

3. Habnopawnte 3a pebeHkom npu paboTe 3a KOMMbIOTEPOM, MOKaxute emy, 4to Bbl Becnokoutechb o ero
6e3onacHOCTM 1 BCerga rotoBbl OKa3aTb My NMOMOLLb.

4. KomnbloTep € nogkntoveHnemMm B WMIHTEPHET OOIMKeH HaxoauTbcsl B 0OWen koMHaTe nog NpUcMOTPOM
poguTtenen.



5. Vcnonbayinte cpeactsa GnOKUMpOBaHMS HeXenaTtenbHOro KOHTEHTa Kak AOMOfIHEHME K CTaHOapTHOMY
PoantensckomMy KOHTPOSHO.

6. He 3abbiBaiiTe npuHMMaTh HEMOCPEOCTBEHHOE y4YacTue B Xn3HU pebeHka, 6becegoBatb ¢ geTbMu 06 nx
Opy3bsix B VIHTepHeTe.

7. HactanBanTte, 4tobbl ATV HUKOrA4A HE cornaluannch Ha NMMYHbIe BCTPeYM ¢ apy3bamu no MHTepHeTy.
8. MNo3BonanTe geTsam 3axoauTb TONbKO Ha calTbl 3 "0enoro” cnmcka, KoTopbIn co3ganTe BMECTE C HUMM.

9. MNpuyunte OeTen HUKOrAa He BblAaBaTb JIMYHYIO MHOPMaLUMIO CpeacTBaMU SNEKTPOHHOM NOYThI, YaToB,
CUCTEM MrHOBEHHOro obmeHa coobLEeHNSIMIN, PErncTPaLMOHHbLIX POPM, NIMYHBIX NPOdUIEN U NPU perncTpaunn Ha
KOHKypcbl B IHTepHeTe.

10. Mpuyunte OeTen He 3arpyxatb nporpammbl 6e3 Bawero paspelueHunsi. O6bSACHATE UM, YTO OHU MOTYT
Cry4yalHo 3arpy3uTb BUPYCbI UNN ApPYroe HexenaTternbHoe nporpammHoe oGecneyeHue.

11. Cospawte Bawemy pebeHKy orpaHNMYeHHYI0 Y4eTHYI0 3anucb Ang paboTbl Ha KoMMbloTEpe.

12. Mpwnyuute Bawero pebeHka coobLaTb BaM O MoObIX Yrpo3ax U TpeBorax, CBA3aHHbIX ¢ VIHTepHETOM.
HanomHuTe getam, 4To oHM B 6€30NacHOCTU, eClv caMu pacckasasv Bam O CBOMX TPEBOrax 1 onaceHusix.

13. PacckaxunTe getam o nopHorpadum B VIHTepHeTe.

14. HactanBante Ha Tom, 4YTOObI AeTV NPeaoCTaBNANM BamMm OOCTYM K CBOEN 3MEKTPOHHOW noyTe, YTobbl Bbl
ybeannucb, YTo OHN He 0OLLat0TCA C HE3HAKOMLLaMM.

15. OGbsICHUTE OeTsIM, YTO Henb3si UCMOSb30BaTb CeTb AN XYIIUraHCTBa, pacrnpoCTPaHEHUs CneTeH unu
yrpoas.

BospacT aeten ot 13 o 17 net

B aTom Bo3pacTe NogpoCTKM aKTUBHO MCMOSb3YHT NOUCKOBLIE MaLUMWHbI, MOMb3YOTCS 3MEeKTPOHHON MOYTOMN,
cnyx6aMmyM MrHoBeHHOro obmeHa COOOLLEHUSIMU, CKAYMBAKOT My3blky M uUnbMbl. Manbynkam B 3TOM BO3pacTte
Gornblue MO HpaBy cMeTaTb BCE OrpaHU4YeHusl, OHW >XaxayT rpyboro tomopa, asapTHbIX WUrp, KapTUMHOK "ans
B3pocnbIx". [eBoukuM npeprnoumTaoT obwartbcss B 4aTax, Npu 3TOM OHW ropa3go 6ornee YyBCTBUTENbHbI K
cekcyarnbHbIM foMoraTenbCcTBam B MIHTepHeTE.

3avacTyo B J@aHHOM BO3pacTe poAUTENSM YXXe BeCcbMa CIOXHO KOHTPONMPOBaTb CBOMX AETeW, Tak kak 0b
VIHTEpHETE OHM YXe 3HAKT 3HaAYMTENbHO Bonblue CBOMX poauTenen. TeM He MeHee, He OThyckaWTe OeTen B
"cBobogHoe nnasaHue" no NHTepHeTy. CTapantecb akTUBHO y4acTBOBaTh B 06LWeHn pebeHka B VIHTepHeTe.

BaxHo no-npexHemy cTporo cobnofate npaBuna MHTepHeT-6e30MmacHOCTM - corfaleHue  Mexay
poouTenamMu u getbMu. KpoMe TOro, HeoGXoAMMO Kak MOXHO valle npocmaTtpuBaTb OTYeTbl O AeSTeNbHOCTU
geteit B MHTepHeTe. CnedyeT obpaTuTb BHUMaHWe Ha HeoBXOOUMOCTb CoAepXKaHWs POAMTENbCKUMX naporei
(naponeit agMMHUCTPaTOPOB) B CTPOrOM CEKpeTe U 06paTUTb BHUMAHWE Ha CTPOroCTb 3TUX Naporieil.

CoBeTbl N0 Be3onacHOCTU B 3TOM Bo3pacTe oT 13 go 17 net

1. CosganTte cnucok OMalUHWX MNpaBun noceweHus MHTepHeTa npu y4yacTMM NogpocTKOB M TpebywnTte
6e3ycnoBHOro ero BoinonHeHust. ObroBopuTe ¢ pebeHKOM CMUCOK 3anpeLleHHbIX canToB ("4epHbI CNUCoK"), Yachl
paboTbl B IHTEepHeTe, pyKoBOACTBO MO 06LLEeHMI0 B VIHTEpHETE (B TOM YMche B YaTax).

2. KOMﬂbFOTep C Noakrnw4eHnem K cetm MHTepHeT [OIMKEH HaxoaMTbCs B 00OLLEN KOMHaTE.

3. He 3abbiBante OecepoBatb C geTbMu 00 MX Opy3bsax B VIHTepHeTe, O TOM, YeM OHWU 3aHATbI TaKUM
obpas3om, ByaTo pedb naeT o Apysbsix B pearnbHON XunsHu. CnpalwuvBanTte O Moasx, ¢ KOTopbiMU AeTU obLarTcs
nocpeacTBoM CNyX6 MrHOBEHHOrO 06MeHa coobLLEHMAMU, YTODLI YOeauTbes, YTo 3TW NMOAN UM 3HAKOMBI.

4. Ncnonb3ynTte cpeactsa GNOKMPOBaHWA HeXenaTernbHOro KOHTEHTa Kak AOMOSIHEHWe K CTaH4apTHOMY
Poautensckomy KOHTPOTSIHO.

5. HeobxoguMmo 3HaTb, KakMMuM 4aTamu nonb3ytotca Bawwm getn. [loowpsnTte umcnonb3oBaHue
MoLepupyeMbIX YaTOB M HacTauBarnTe, YTobbl AeTu He obLLanuch B NPUBaTHOM peXxume.

6. HactanBanTe Ha TOM, 4TOObI EeTU HUKOrAa He BCTpeYanuchb NUYHO C ApY3bsiMU U3 CETU VIHTEpHEeT.

7. Mpuyunte geten He BblgaBaTb CBOK JIMYHYIO MHAOPMaUMIO CpeacTBaMn 3NEKTPOHHOW MOYTbI, YaToB,
CUCTEM MrHOBEHHOro obMeHa coobLLeHUsaIMU, perucTpaumoHHbIX OPM, NMUYHBIX Npoduner n Nnpu perncTpauum Ha
KOHKypcChl B IHTepHeTe.



8. Mpuyuute peten He 3arpyxaTb nporpammbl 6e3 Bawero paspelueHusi. O6bACHUTE UM, YTO OHU MOTYT
CryYawHO 3arpy3uTb BUPYCbl UMK Apyroe HexenaTenbHoe nporpaMmMHoe obecneveHue.

9. MpwuyunTe Bawero pebeHka cooblate BaMm 0 NobbIX yrpo3ax unm TpeBorax, CBA3aHHbIX ¢ IHTepHETOM.
HanomHute getam, 4To OHM B Ge3onacHOCTM, ecnu camu pacckasanuM BaM, O CBOMX Yrpo3ax unu Tpesorax.
lMoxBanute ux n NOCOBETYNTE NOAONTM eLle pa3 B NOAOBHbIX crnyvasx.

10. Pacckaxute getam o nopHorpadum B UHTepHeTe. lMomornte MM 3awmtuTbCca OT cnama. Hayuute
NMOAPOCTKOB He BbldaBaTb B VIHTepHeTe CBOero peanbHOro 9MekTPOHHOro agpeca, He OTBevYaTb Ha
HexenaTenbHble NMMCbMa U NCMONb30BaTh CneLnarnbHble NoYTOBbIE (OUMNBTPHI.

11. MpuyynTe cebsa 3HaKOMUTBLCA C caTaMu, KOTOpble MOCELLaT NOAPOCTKN.

12. Hayunte geten yBaxaTtb Opyrux B UHTepHeTe. Yb6eanTechb, UTO OHU 3HAKOT O TOM, YTO MpaBuria XopoLluero
noBedeHWs OeACTBYIOT Be3ae - AaXe B BMPTyallbHOM MUpe.

13. O6bsicHUTE [eTaMm, YTO HM B KOEM criydae Henb3s ucnosb3oBatb CeTb AnS  XYNUraHCTBa,
pacnpocTpaHeHnst CNeTeH UM yrpo3 OPYrnM NOAsM.

14. Obcyaute ¢ nogpocTkaMmm npobrnembl CETEBbLIX a3apTHbIX UMP U UX BO3MOXHBIN pucK. HanomHute, 4To
AETN He MOTyT UrpaTb B 3TW UrPbl COMMAacHO 3aKOHY.

MocTosHHO KOHTponMpynTe ucnonb3oBaHne NHTepHeTa Bawwnm pebeHkom! OToO He HapyLleHne ero NMYHOro
NPOCTPaHCTBA, a Mepa NPeaoCTOPOXHOCTM 1 NposBneHue Bawen poauTenbckon OTBETCTBEHHOCTY U 3a00ThlI.




