WH®OPMALIMOHHAA NMAMATKA

C kaxgblM rogom Monopexu B MHTEpPHETE CTaHOBUTLCA Oonblue, a LWKOMbHUKA OOHW M3 CaMbIX aKTUBHbIX
nonb3oBartenen PyHeTa. Me>|<,qy TEM, MOMMUMO OFPOMHOrI0o KoJin4yecTBa BO3MOXXHOCTEN, WHTEPHET HECET U I'Ip06J'IeMbI. OTa
namsTka gormkHa noMo4db Tebe 6e30nacHO HaxoauTbCs B CETHU.

KomnbloTepHbie BUPYCbI

KoMnbloTEepHbIN BUPYC - 3TO Pa3HOBUMAHOCTb KOMMbLIOTEPHBLIX MNPOrpamMm, OTANYUTENBHON OCOBEHHOCTBIO KOTOPOWN
SABMNAETCHA CNOCOOHOCTb K pa3MHOXeHU0. B gononHeHre K aToMy, BUPYCbl MOFYT MOBPEAMTb UMW NMOSTHOCTBI0 YHUYTOXNUTb
BCce (havinbl U AaHHble, NOAKOHTPOSIbHbLIE MONb30BATENIO, OT UMEHM KOTOPOro Obina 3anylleHa 3apaXeHHasa nporpaMmma, a
TakKe NOBpeauTb UMM OaXe YHUYTOXUTb OMEpauUMOHHYI cUCTeMy cCO Bcemu damnamm B uenom. B BonblimHCTBE
Crny4YaeB pacnpoCTPaHAKTCS BUPYCbl YEPE3 UHTEPHET.

MeToabl 3aLMTbl OT BP€OOHOCHLIX MPOrpamm:

1. Ucnonb3ayii coBpeMeHHbIE ONepaLMoHHbIE CUCTEMbI, UMEKLLME CEPbEe3HbI YPOBEHb 3aLUMTbl OT BPEAOHOCHbIX
nporpamm;

2. lNMocToAHHO ycTaHaBnMBan navty (LMAPOBbIE 3annaTku, KOTOpble aBTOMATUYECKN YCTaHaBMNMBAKOTCA C Lenbo
nopaboTkm nporpammbl) U apyrme obHOBMNEHUS CBOEN OnepaumnoHHON cuctemsbl. CkadmBamn MX TOMbKO C OdumLmManbHOro
cavita paspabotuyuka OC. Ecnu cyLuecTByeT pexum aBToMaTn4eckoro 0OHOBMEHUS, BKIOYX €r0;

3. PaboTtan Ha cBoeM KOMNbOTEPE NMOA MNpaBaMn NnoJyib3oBaTesid, a He aaMWHWUCTpaTopa. OTO0 He no3BONUT
6OJ'IbLLII/IHCTBy BPEOOHOCHbIX nporpamMm nHCTanimpoBaTbCA Ha TBOEM NMepPCOHalIbHOM KOMIMbIOTEPE;

4. Wcnonb3yh aHTMBMPYCHble MpOrpaMMHble MNPOAYKTbl WM3BECTHbIX MpPOM3BOAUTENEN, C aBTOMAaTUYECKUM
obHoBneHvem 6as;

5. OrpaHuyb puanyeckuii 4OCTYN K KOMMbIOTEPY ANS MOCTOPOHHUX NNLL;

6. Vicnonb3yn BHeWHME HOCUTENW WUHopMauuW, Takue Kak drnewika, AUCK unu ann M3 nHTepHeTa, TONbKO U3
NPOBEPEHHbIX UCTOYHUKOB;

7. He oTkpbiBah kOMMbloTepPHbIE halnbl, NOMyYeHHblE N3 HEHAOEeXHbIX UCTOYHUKOB. [axe Te dhannbl, KOTopble
npvcnan TBOW 3HAKOMBbIN. Jly4lle yTO4YHM Y HEro, oTnpasnsan nu oH Tebe umx.

Cetn WI-FI

Wi-Fi - aTo0 He BuAO nepegaun [aHHbIX, HE TEXHOMOMMsl, a Bcero nuwb Opena, mapka. Ewe B 1991 rogy
HUZepraHgckas KomnaHus 3apeructpupoBana bpeng "WECA", yto o6o3Havano cnosocoveTaHve "Wireless Fidelity",
KOTOpbI NepeBoanTcs Kak "GecnpoBoaHast TOYHOCTL".

o Hawero BpemeHu gowna apyras abbpesnaTypa, KOTopas ABnseTcs Takonm xe TexHonornen. 3to abbpesnartypa
"Wi-Fi". Takoe HasBaHue ObINO OaHO C HAMEKOM Ha CTaH4apT BbICLIEN 3BYKOBOW TexHuku Hi-Fi, 4yTo B nepesBoge
0O3Ha4aerT "BblcOKas TOYHOCTL".

Oa, OecnnaTtHbIN MHTEPHeT-A40CTyNn B Kacbe, oTENAX N al3pornoprtax dABliAeTcaA OTNINYHOWN BO3MOXHOCTbIO BbIXO4a B
WHTEPHET. Ho mHorune 9KCNepPTbl CHUTAKOT, 4YTO O6L1J,eﬂ,OCTyI'IHbIe Wi-Fi ceTn He siBnsitoTca 6e3onacHbIMU.

CoBeTbl No 6e3onacHocTu paboTbl B 06wWweaocTynHbix cetax Wi-fi:

1. He nepegaBan cBoto nnyHyo nHdopmaumio Yepes obenoctynHslie Wi-Fi cetn. PaboTtas B HuX, XXenaTenbHo He
BBOOUTb Maponn AOCTYNa, JTOTMHbI U Kakue-To HOMepa;

2. Vicnonb3yn n obHOBNSAW aHTMBUPYCHbIE NporpamMmbl U GpaHamayep. Tem cambiM Tbl obesonacuwb cebs oT
3aKauku BMpyca Ha TBOe YyCTPOUCTBO;

3. Mpu ucnone3oBanun Wi-Fi oTkntoun dyHkumio "O0wmin goctyn Kk dannam m npuHtepam”. daHHast dyHKUmA
3aKpbITa NO yMON4YaHUio, OAHAKO HEKOTOPbIE NOsb3oBaTENM akTUBUPYIOT ee Ana yaobcTBa Mcnonb3oBaHus B pabote unu
y4yebe;

4. He ncnonbayn ny6nuuHbin WI-FI ona nepefaym nuuHbIX AaHHbIX, HANnpUMep ANst BbIXOA4A B coUMarbHble CETU
U B 3NEKTPOHHYIO MOYTY;

5. Micnonb3yn TONbKO 3awyumiieHHoe coeanHeHne yepes HTTPS, a He HTTP, T.e. npu Habope Beb6-agpeca BBOAM
UMeHHo "https://";

6. B mobunbHom TenedoHe oTkMouM dyHKumo "TlogkmioveHne k Wi-Fi aBTomatmuyeckn”. He ponyckan



aBTOMaTUYECKOro MOAKIYEHNs1 yCcTponcTBa k ceTam Wi-Fi 6e3 TBoero cornacus.

CouuanbHble ceTu

CoumanbHble CeTu akTMBHO BXOAST B HaLLY XW3Hb, MHOTME Moan paboTaloT v XKMBYT TaM NOCTOsIHHO, a B Facebook
YXXe 3aperncTpupoBaH Munnvapg 4YesioBek, 4YTO SABNAETCA OAHOW CeAbMOW Bcex Xutenen nnaHeTol. MHorve
nonb3oBaTeny He MOHWMAIOT, YTO MHAOPMAaLUMs, pasMeLleHHas UMW B coLMarnbHbIX CETAX, MOXeT ObiTb HargeHa u
ncrnonb3oBaHa KeM yrogHo, B TOM Yucrie He 06a3aTenbHOo ¢ BnarMMm HamepeHUsiMu.

OcHoBHble coBeTbl N0 6e30NacHOCTM B CoLMarnbHbIX CETSX:

1. OrpaHunydb cnncok gpy3en. Y 1ebs B Apy3baX HE AOMKHO ObITb CNy4anHbIX U HE3HAKOMbIX NIOOEN;

2. 3awmiian cBOK YacCTHYIO XU3Hb. He ykasbiBan naponu, TenedoHbl, agpeca, AaTty TBOEro poXaeHus n Apyryro
NNYHYO MHOPMaUUIO. 3MOYMBILLMIEHHUKA MOFYT MCMOMNb30BaTh AaXe WH(OpMaumMio O TOM, Kak Tbl U TBOM poauTenu

nrnaHupyeTte nNnpoBeCTU KaHUKYIbI;

3. Sawmwaii cBol penyTauuio - OepXU ee B YMCTOTe U 3adaBaii cebGe BoOMpoc: XoTen Obl Thl, YTOOLI Apyrue
nonb3oBaTenu BUAENu, YTo Thl 3arpyxaelusb? Mogymaii, npexae 4YemM 4YTo-To onyobnmnKkoBaThb, HanucaTb U 3arpysuThb;

4. Ecnu Tbl roBopuvllb C NOAbMU, KOTOPbIX HE 3Haellb, HE MCMOMb3yn CBOE peanbHOe MMS U OPYryl NUYHYIO
WHpopMaLnn: UMS, MECTO XUTENbCTBA, MECTO Yy4ebbl 1 npoyee;

5. W3beran pasmeweHuns dotorpacduini B VHTEpHeTe, roe Tbl M300paxkeH Ha MECTHOCTM, MO KOTOPOM MOXHO
onpegenuTe TBOE MECTOMOJSIOXKEHNE;

6. Mpwn peructpaumm B coumanbHOM CETU HEOOBXOAMMO MUCMONb30BaTb CIOXHbBIE Naponu, cocToswme n3 Byks U
umdp 1 C KONNYECTBOM 3HAKOB HE MeHee 8§;

7. nga coumanbHOM ceTn, NoYThbl 1 apyrnx canToB HeobxoaMMO UCNoNb30BaTb pa3Hblie naposin. Torga ecnu Tebs
B3J/1OMaAIOT, TO 3JTOYMbILLWITEHHUKN NOoJy4aT AOCTYN TOJIbKO K OAHOMY MECTY, a He BO BCe Ccpasy.

sneKTpoHHble AeHbIn

aﬂeKTpOHHble AO€EHbIN - 3TO O4YEHb y,D,O6HbII7I crnocob nnartexen, ogHako CyLeCTBYOT MOLLUEHHUKN, KOTOPbIE XOTAT
nony4ynTb 3TN AEHbIU.

OnNeKTPOHHbIE AEHbIM MOSIBUNNCL COBCEM HEAABHO M UMEHHO M3-3a 3TOr0 BO MHOMMX rocydapcTBax [0 CMX Mop He
NpOonNucaHo NpPo HUX B 3aKOHaXx.

B Poccun xe oHun q)yHKLI,VIOHVIpyIOT M 0 HUX YyXXe nponnmcaHo B 3aKOHe, rae ux pasgendrT Ha HeCKOJ1IbKO BMOOB -
@HOHMMHbIE U HE aHOHUMHble. PasHunua B TOM, YTO aHOHMMHbIE - 3TO Te, B KOTOpPbIX pa3peliaeTcda nposognTb onepaunmn
be3 I/I,Cl,eHTMCbVIKaLI,VIVI nosib3oBartend, a B HeaHOHUMHbIX VID,eHTVI(bMKaLI,VIﬂ nonb3oBartens sBnsieTca 06s13aTeNbHOMN.

Takke crnefyeT pasnuuaTb SMEKTPOHHblE duaTHble AEHbIN (paBHbl FOCYAapCTBEHHBLIM BanoTaM) U 3NIEKTPOHHbIE
HedmaTHble AEHbIV (HE paBHbl FOCYAapCTBEHHBIM BantoTam).

OcHoBHble coBeTbI N0 6e3onacHomn pa60Te C SNNIEKTPOHHbIMW OEeHbramu:

1. MpuBsxM K cHeTy MOBUNBHBIN TenedoH. 3TO caMbin yaobHbIN 1 BbICTPbIN CNOCO6 BOCCTAaHOBUTL AOCTYM K CHETY.
MpuBA3aHHbIA TenedoH NOMOXeT, ecnu 3abydellb CBOW MnaTeXHbI Naponb WM 3anfellb Ha CanWT C HEe3HaKoMOro
YCTPOWCTBA;

2. MCFIOJ'Ib3yl7I O HOpPa30BbIE NapoOsIn. Mocne nepexona Ha yCurieHHy aBTopusauyuno Tebe YXe He 6yp,eT yrpoxatb
OMacHOCTb KpaXXun uinn nepexsaTta niaTeXxHoro naponA,

3. Beibepu cnoxHbin napone. MNMpectynHukam 6yget He NpoCcTo yragaTth CIOXHbIN Naposnb. HagexHble naponu - 3To
naponu, kKoTopble codepxaT He MeHee 8 3HaKOB W BKIOYaloT B CeBSt CTPOYHbIE U NMPOMNUCHBLIE BYKBbI, LIMGPLI U HECKONBKO
CMMBOJOB, TaKk1e Kak 3Hak gonnapa, yHTa, BocKnuuaTesbHbIi 3HaK v T.n. Hanpumep, $tROng!;;

4. He BBOAM CBOM JIMYHbIE JaHHbIE HA calTax, KOTOPbIM He AoBepseLlb.
QHEKTPOHHaH no4yTta

ONeKTPOHHAs MoYTa - 3TO TEXHOMNOMMS U NpeJocTaBrsieMble el0 YCNyrn no nepechiike U NoslyYeHUIo 3NEeKTPOHHbIX
CoOOLLEHNA, KOTOpble pacnpefensioTc B KOMMbOTEPHOW ceTun. OObIYHO 3MEeKTPOHHbIN MOYTOBbLIA AWK BbIFNSAUT
crnefylowuMm obpasom: MMsA_nonb3oBatensa@umsa_gomeHa. Takke Kpome rnepefaynm npocToro TekcTa, umeeTcs
BO3MOXHOCTb nepegasath annsbl.



OcHoBHble coBeTbl N0 6e3onacHon paboTe ¢ 3NeKTPOHHOW NOYTOMN:

1. Hapgo BbiBpaTb npaBunbHbIN MNOYTOBLIN cepBUC. B MHTepHeTe eCcTb OrpOMHbIV BbIGOp GecnnaTHbIX MOYTOBbIX
CepBUCOB, OHAKO Nyylle A0BEPSATb TEM, KOrO 3Haelllb U KTO NEePBbI B PEUTUHTE;

2. He ykasbiBali B IMYHOW MOYTE NMYHYHO MHopMaumo. Hanpumep, nydwe BbiOpaTh "My3blkanbHbli_daHaT@"
unu "pok2013" BmecTo "Temal3";

3. Vicnonb3y OByxaTanHyk aBTopmsaumio. ITO Korga MOMUMO Naponsd HY>XKHO BBOAMTb KOA, MpUCbINaembli No
SMS;

4. Bbibepun CroxHbli naponb. [N Kaxgoro MOYTOBOro siliMka AOSMKEH OblTb CBOWM HaOeXHbIA, YCTOMYMBBLIA K
B3/IOMY Naporib;

5. Ecnn ecTb BO3MOXHOCTbL HanncaTb CaMOMy CBOM NIUYHbLIVA BOMPOC, UCMOMb3YN 3TY BO3MOXHOCTb;

6. Mcnomnb3yil HEeCKOSIbKO MOYTOBbIX ALMKOB. [epBbli ONs YacTHOW Mepennckn ¢ agpecataMu, KOTOPbIM Tbl
JoBepsiellb. ITO 3MEKTPOHHLIN agpec He Hado UCMoNb3oBaTh NPY PercTpaumm Ha dhopymax u canTax;

7. He oTkpbiBan dannbl U Apyrne BMOXeEHWs1 B MUCbMax, AaXe €CNU OHU NpULLn oT TBOUX Apy3en. Jlyylle yTouHu
Yy HUX, OTMPaBNANU Nu oHn Tebe aTn annsl;

8. MNocne okoH4YyaHus paboTbl Ha MOYTOBOM CEPBMUCE Mepen 3akpbiTUEM BKIAAKM C CaNToOM He 3abyab HaxaTb Ha
"Bbiatn".

KnbepO6ynnuHr unu BuptyanbHoe usgeBaTenbCTBO

KubepbynnuHr - npecnegoBaHve coobLlieHaMu, copepXKalmmu OCKopbneHus, arpeccuio, 3anyrMBaHue;
XyJIUraHCTBO; couunanbHoe BOMKOTMPOBAHME C MOMOLLbIO PAa3NNYHbIX MHTEPHET-CEPBUCOB.

OcHoBHble coBeTbl N0 6opbbe ¢ knbepbynnuHrom:

1. He ©Opocaiica B 6oi. Jlyywmii cnocob: nocoBeToBaTbCs Kak cebs BECTUM WU, €CnM HeT TOro, K KOMYy MOXHO
0obpaTnTbCs, TO BHaYane ycrnoKouTbes. Ecnv Tbl HauyHelb oTBeYaTb OCKOPONeHMAMN Ha OCKOPOMeHUs, TO TONbKO elle
Donblue pasoxokellb KOHINKT;

2. YnpaBsnan csoen kubeppenyTtauuen;
3. AHOHMMHOCTb B ceTu MHMUMas. CyLlecTBYOT cnocobbl BbISCHUTL, KTO CTOUT 3@ aHOHUMHbBIM akKayHTOM;

4. He cTOMT BecTU XynuraHckuin obpas BUPTyaribHOW >XM3HW. VIHTEpHET duKcupyeT Bce TBOW OEWCTBUS U
COXpaHseT ux. YganuTb ux 6yaeT KpanHe 3aTpyAHUTENBHO;

5. Cobntogan cBot BMPTYyarnbHYH YeCTb CMONOAY;

6. NrHopupyit eamHn4HbIn HeraTue. OQHOpa3oBble OCKOpPOUTENbHbIE COOBLLEHNSA Nyylle UrHopupoBaTb. OOGbIYHO
arpeccusi npekpallaeTcsl Ha HayanbHON cTaanu;

7. BaH arpeccopa. B nporpammax obmeHa MrHOBEHHbIMU COOBLLEHNAMMN, B COLMANbHBLIX CETAX €CTb BO3MOXHOCTb
ONoKMPOBKM OTNPaBKMN COOBLLIEHMI C ONpeaereHHbIX aapecoB;

8. Ecnu Tbl cBuaeTens KM6ep6yﬂﬂMHFa. TBou gencrTeus: BbICTYNMUTb NPOTUB MNpecnenoBaTtesnid, Noka3aTtb emMy, 4ToO
€ro OencTBus OLEHUBAKOTCHA HeraTUBHO, nogaepXatb XepTay, KOTOpOVI HY>XXHa ncuxonorndyeckasa rnomMoLlb, coobLWwmnTb
B3pPOC/1bIM O CbaKTe arpeccmBHOro nosegeHna B CeTu.

Mo6unbHbI TenedoH

CoBpeMeHHble CMapT(OHbI 1 NNaHWweThl cogepxaTt B cebe BNomnHe B3pocrbii OYHKUMOHArN, 1 Tenepb OHU MOTyT
KOHKYpPMPOBaTb CO CTauMOHapHbIMK kKoMMnbtoTepamn. OgHako, cpeacTB 3auThl NS NOAOOHBIX YCTPOWCTB MOKa OYEeHb
Mano. TecTMpoBaHue N NOUCK YA3BMMOCTEN B HUX MPOUCXOAUT HE Tak MHTEHCUBHO, Kak ans MK, To xxe camoe KacaeTtca u
MOOMMBHBIX MPUIOXEHWA.

COBpeMeHHbIe MOOUIbHbIE 6pay3epb| YyXe NpakTn4eckn OOorHann HacToJibHbl€ aHanoru, ogHako paclinpeHue
(*)YHKLI,VIOHaﬂa BneYeT 3a cobon 60ﬂbLIJyPO CINOXXHOCTb U MEHbLUYI0 3allNLLEeHHOCTb.

ﬂaneKo He BCe npou3soauTesnin BbiNyCKakoT O6HOBJ‘IeHI/IF|, 3aKpblBawLWne KpUtnyeckne yAa3BMMOCTU ONAd CBOUX
YCTPOWNCTB.

OcHoBHble coBeTbl ANt 6e3onacHOCTU MOBUNBHOTo Teﬂe(bOHaZ



Huuero He siBnsieTcs no-HacToslemy becnnaTtHelM. Byb ocTopoXeH, Befb korga Tebe npeanaraioT 6ecnnaTHbii
KOHTEHT, B HEM MOTYT ObITb CKPbITbl KaKUe-TO NNaTHbIE YCIyTu;

Oymain, npexae Yem otrnpaBute SMS, hoTo nnm Buaeo. Tel TOYHO 3HaELUb, rae OHW ByayT B KOHEYHOM UTOre?
Heobxoanmo o6HOBMSATL ONEpPaLMOHHYH0 CUCTEMY TBOEro CMapTdOHa;
VMcnonb3yi aHTUBMPYCHbIE NporpamMmmbl Anst MOBUIMbHbIX TENEeOHOB;

He 3arpyxai npunoxeHus oT HEM3BECTHOrO MCTOYHUKA, BeAb OHW MOMYyT COAepXaTb BPEAOHOCHOE NporpammHoe
obecneyeHue;

lMocne Toro Kak Thl BbIAAELWb C canTa, rge BBOAUI NMYHY0 MHOpMaUMio, 3aiamn B HacTporiku bGpaysepa n yaanm
cookies;

Mepuoamnyeckn npoBepsiv, Kakve NnaTHbIe YCIyrM akTMBMPOBaAHbI HA TBOEM HOMEPE;

Hasawn cBon HoMep MobunNbHOro TenedoHa TONbKO NM0ASAM, KOTOPbIX Thl 3HAELLUb M KOMY JOBEpsieLlb;

Bluetooth gomkeH 6bITb BbIKOYEH, KOrAa Thl UM HE Nonb3yeLlbes. He 3abbiBa MHorga NpoBepsATh 3TO.
Online urpbl

CoBpeMeHHble OHNaMH-UrPbl - 3TO KPaCOYHble, 3axBaTbiBalOLMe pasBrieyeHus, 00beanHAIOLWME COTHU ThbiCAY
YyerioBek Mo Bcemy Mupy. Urpoku uccrneaytoT AaHHbIA MM Mup, obwialTcs Apyr C APYroM, BbIMOMHSIOT 3agaHus,
Ccpa)atoTCsi C MOHCTPaMy U Mosy4arT onbiT. 3a yAOBONLCTBME OHM MAATAT: MOKyNawT AWCK, OonfaynBaloT aboHEMeHT
nnun npuobpeTatoT Kakme-To OnLuMn.

Bce a1 cpeacTeBa nayT Ha noadepkaHve 1 passBuTUe UMpbl, a Takke Ha camy 6e30MacHOCTb: COBEPLUEHCTBYIOTCS
CHUCTEMbI aBTOPM3ALMM, BbINYCKAKOTCA HOBble NaTuu (UMdpoBbIE 3annaTkv ANs NPOrpamm), 3aKpblBaOTCS YS3BUMOCTY
CEepBEPOB.

B nogobHbix nrpax CtounT onacatbCd He CTOJIbKO CBOMX COMNEpPHUKOB, CKOJIbKO KpaXXy TBOEro naposd, Ha KOTOpOM
OCHOBaHa cuctemMma aBTopusaunmn OonblMHCTBA urp.

OcHoBHble coBeTbl N0 6e30MacHOCTV TBOEro UFPOBOIO akKayHTa:
1. Ecnv gpyrow urpok BegeT cebs nnoxo unu cosgaet Tebe HenpuaTHOCTK, 3abNOKUpyn ero B CNUCKE UrPOKOB;

2. I'Io>|<anyl7|c;| agMUHUCTPaTopamM Urpbl Ha njioxoe noBegeHme 3TOro Urpoka, XenatesibHO MPUIoOXNTb KakKne-To
AOKa3aTesibCTBa B BUOE CKPUHOB;

3. He ykasbiBan nuuHyo nHdopmaumio B npodanne mrpsbl;

4. YBaxain opyrux y4acTHUKOB MO Urpe;

5. He ycTaHaBnuBan HeoduumansHble naTtyn u Moabl;

6. Vicnonb3ayit CNoxHble U pa3Hble naponu;

7. [la>xe BO BpeMs Urpbl HE CTOUT OTKMoYaTb aHTUMBUPYC. [1oka Thl Mrpaellb, TBOW KOMMbIOTEP MOTYT 3apasuTb.
PULWIKHT UNKn KpaXxa NMUYHbIX AaHHbIX

O6bI4HOM Kpa>|<e|7| OeHer n JOKyMeHTOB CerogHAa yxe HUKOro He yauBullb, HO C pa3BUTUEM MHTepHeT-TeXHOﬂOFMVI
3MOYMbILUNEHHUKN NepeMeCTUININCb B MHTEPHET, U NPOAOITKAKT 3aHUMATbCA "NobumbiM" genom.

Tak nosiBMnacb HOBasi yrpos3a: MHTEPHET-MOLUEHHMYECTBA WM ULLMHI, FNaBHas Lenb KOTOPOro COCTOMT B
nosny4eHun KoHpuaeHumManbHblX AaHHbIX MOSfib3oBaTenen - NorMHoB M naponen. Ha adrnunckom asbike phishing
ynTaetcs kak comwmHr (ot fishing - peibHas noens, password - naponb).

OcHoBHbIe coBeTbl N0 6opbbe ¢ PULLINHIOM:

1. Cnegn 3a cBouMm adKKayHTOM. Ecnn Thbl nogo3peBaellb, YTO TBOA aHKeTa Oblna B3rlOMaHa, To Heobxoaumo
3a6J'IOKI/IpOBaTb ee n coobwnTb agMUHUCTpaTopam pecypca 00 3TOM Kak MOXHO CKopee,

2. Nicnonb3yn 6e3onacHble BeO-caliThbl, B TOM YMCE, MIHTEPHET-MarasmHoB M MOUCKOBLIX CUCTEM;

3. Vicnonb3yn cnoxHble u pasHble naponu. Takum obpasom, ecnu Tebs B3NOMaloT, TO 3M0YMbILUIEHHUKM nonyyaTt



AOCTYN TONBKO K O4HOMY TBOEeMY NMpOodusiio B CETU, @ HE KO BCEM;

4. Ecnn Tebsa B3nomanu, To HeobxoaMMo npeaynpeauTb BCeX CBOMX 3HAKOMbIX, KOTOpble AobaBneHbl y Tebs B
Opy3bsix, O TOM, 4TO TebGs B3nomanu K, BO3MOXHO, OT TBOEro MMeHn OyaeT paccbinaTtbCs cnam M CCbINKA Ha
PULLIMHIOBbIE CalThI;

5. YcTtaHoBu HagexHbI naporb (PIN) Ha MOOUNbHbIN TenedoH;
6. OTkNo4YM coxpaHeHne napons B 6paysepe;

7. He oTkpbIiBan dhannbl n gpyrue BAOXEHUS B NMCbMaXx, AaXe eCnu OHW NPULLNK OT TBOUX Apy3en. Jlydwle yTouHu
Y HUX, OTMPaBAANM N oHn Tebe aTn dannbl.

LUndposas penyTtauus

LincppoBas penyTtauusa - 3To HeraTMBHas WNM NO3UTMBHaA MHGopmauusa B ceTn o Tebe. KomnpomeTtupytowas
uHdOopMauUns, pa3MelleHHas B MHTEpHEeTe, MOXEeT Cepbe3HbiM 00pa3oM OTpasuTbCA Ha TBOEW pearnibHOM XWU3HW.
"Lincpporas penytauma” - 3To TBOM UMUIXK, KOTOPbIA hopMUpyeTcs U3 MHpopMaumm o Tebe B MHTEPHETE.

TBOE MeCTO XUTenbCcTBa, y4ebbl, TBOE (PUHAHCOBOE NONOXeEHMEe, 0COOEHHOCTM XapakTepa U pacckasbl 0 Bnmnskux -
BCe 3TO HaKanmnmBaeTCA B CETU.

MHorne NoapoOCTKM NErkoMbICIIEHHO OTHOCATCA K NyGnvkauuu nuyHon uHdopmauum B MHTepHeTe, He MoHuMas
BO3MOXHbIX rocrneacTeuii. Tbl gaxe He cMoOXellb JoragatbCs O TOM, YTO choTorpadusi, pasmelleHHas 5 neT Hasag,
cTarna Npu4YnMHON oTKasa NpuHATL Tebs Ha paboTy.

KommeHTapun, pasmeLleHne TBonx oTorpadui n gpyrne gericTBnst MOryT He UCHE3HYTb Aaxke nocrie Toro, Kak Tbl
UX yaanuvib. Tbl HE 3Haellb, KTO COXpaHWUn 3Ty MHpopMauuio, monana nm oHa B NOWCKOBbIE CUCTEMbI M COXPaHMach nn
OHa, a rmaBHoe: YTO NogyMatoT o Tebe okpyXaroLme Namn, KOTopble HangyT U yBUAAT 3T0. Hantu nHgopmawmio MHOro
neT cnycTd CMOXeT Ntobon - kak u3 Jobpbix NOBYXAEHWIA, Tak N C HAMEPEHNEM MPUYMHUTL Bped. DTO MOXET BbiTb KTO
yrogHo.

OcHOBHbIe COBETHI MO 3aLmTe LMPOBON penyTaumm:
1. MNogyman, npexae Yyem 4YTO-TO Ny6GnMKoBaTh 1 NepenasaTth y cebsi B 6riore unu B coumnansHOM ceTu;

2. B HacTpolikax npoduns ycTtaHOBWU OrpaHMYeHNst Ha MPOCMOTP TBOEro Npoduns U ero CoaepXXMMoro, caenan ero
TONbKO "ansa opysen'”;

3. He pasmelyan u He ykasbiBan MHGOPMALMIO, KOTOpasi MOXET KOro-nmbo ockopbnaTe nnm obmxatsb.

ABTOpCKOE NpaBo

CoBpeMEeHHbIE LLKOSbHUKN - aKTUBHbIE MOnb3oBaTenu umdpoBoro npoctpaHcTea. OgHako ganeko He BCe 3HaloT,
YTO MOMb30BaHME MHOMMMW BO3MOXHOCTSAMM UMGPOBOro mMupa TpebyeT cobniogeHns npaB Ha WHTENMeKTyarbHYHo
CcODOCTBEHHOCTb.

TepMuH "MHTENNeKTyanbHas co6CTBEHHOCTL" OTHOCUTCS K pa3fiMyHbiM TBOPEHUSIM YEINOBEYECKOro ymMa, HaunHas ¢
HOBbIX M300peTeHMin M 3HakoB, 06O3HayYaloMX COOCTBEHHOCTb Ha MPOAYKTbI M YCMyrM, WM 3aKaH4uMBasi KHUramu,
doTorpacusimu, KMHoUNbEMaMK 1 My3blKarbHbIMU NPOU3BEAEHUSIMM.

ABTOpCKME MpaBa - 3TO NpaBa Ha MHTENNeKTyanbHyl0 COOCTBEHHOCTb Ha MPOW3BEOEHUS Hayku, nuTepaTypbl U
uckyccTa. ABTOPCKME NpaBa BbICTYMNalT B Ka4eCTBE rapaHTUM TOro, YTO MHTEMMEKTyanbHbI/TBOPYECKUN TPya aBTopa
He OygeT HanmpacHbIM, JacT emy cnpaBeffiMBble BO3MOXHOCTU 3apaboTaTb Ha pesynbTaTax CBOEro Tpyaa, MonyyuTb
M3BECTHOCTb W npusHaHue. HwukTo 6e3 paspelleHus aBTopa He MOXET BOCMPOM3BOAUTL €ro Mpou3BefeHMe,
pacnpocTpaHsiTe, Ny6rnMyHo AEeMOHCTPUpOBaTh, NpoAaBaTb, UMNOPTMPOBATL, MyckaTb B MpokaT, NMy6rnvMYHO MCMNOMHATD,
NoKa3bIBaTb/MCMNOMHATL B 3¢hupe nnu pasmeLlatb B MIHTepHeTe.

Mcnonb3oBaHue "nmpaTckoro” nporpaMmMHOro obecnevyeHnss MOXeT NPMBECTM K MHOTMM pUCKaM: OT NOTepU AaHHbIX
K TBOMM akkayHTam OO OGMOKMPOBKM TBOErO YCTPOWCTBA, rge yCTaHOBMeEHa HerneranbHas nporpamma. He crout Takke
3abbiBaThb, YTO CyLLECTBYIOT feranbHble U 6ecnnaTtHble NporpamMmbl, KOTOPbIE MOXHO HaNTW B CETW.

O noprane

CeTeBMYOK.ph - TBOW rMaBHbI COBETYMK B CETU. 34€eChb Thl MOXELLUb Y3HaTb O 6€30MacHOCTU B CETU MOHATHLIM U
[OOCTYMHbIM SI3bIKOM, @ NPY BO3HNKHOBEHWW KPUTUYECKON CUTyaumun obpaTuTbCs 3a COBETOM. A Takke NPUHSATb yvacTue B
KOHKypcax U cTaTb caMbiM LMpPOoBLIM rpaxaaHuHom!



